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Minutes

In accordance with Item 4-0.01 of Chapter 1283 of the 2020 Acts of Assembly
of the Code of Virginia as it relates to conducting business during the COVID-

19 pandemic, the Audit and Compliance Committee of the Board of Trustees

convened electronically on June 4, 2020.

The following individuals participated electronically.

Audit and Compliance Committee Members:

William H. Leighty, Committee Chair
Diana F. Cantor, Committee and Board Vice-Chair

Other Members of the Board of Trustees:

O’Kelly E. McWilliams, 1, Board Chair
William A. Garrett

VRS Staff:

Patricia Bishop, Jennifer Schreck, Farley Beaton, Judy Bolt, Jeanne
Chenault, Michael Cooper, Joshua Fox, Krystal Groff, Matthew Priestas,
Denise Rasmussen, Cynthia Wilkinson, Caitlin Pelletier, Kristy Scott, Curt
Mattson, Rick Brooks, Jillian Sherman, Robert Irving, and Valerie Disanto

Auditor of Public Accounts: Zach Borgerding, Justin Ferrell, and Brian
Deveney

Virginia Senate Finance and Appropriations Committee: James Rosatelli

Mr. Leighty called the meeting to order at approximately 2:00 p.m. and noted
that given the current circumstances related to COVID-19, the Audit and
Compliance Committee (Committee) was unable to meet in person.
However, utilizing electronic means, the Committee could hold this meeting
in accordance with Item 4-0.01 of Chapter 1283 of the 2020 Acts of the
Assembly of the Code of Virginia as it relates to conducting business during a
pandemic.

Mr. Leighty then completed a roll call for attendance purposes:

Ms. Cantor — present
Chief Garrett — present
Mr. McWilliams — present
Mr. Leighty — present

PUBLIC COMMENT Mr. Leighty noted that no individuals registered to provide public comment to
the Committee.
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MINUTES Upon motion of Ms. Cantor, seconded by Mr. McWilliams, the Committee

approved the minutes of the Audit and Compliance Committee meeting held
on December 12, 2019 upon the following roll call vote:

Ms. Cantor — Aye
Chief Garrett — Aye
Mr. McWilliams — Aye
Mr. Leighty — Aye

UPDATE ON THE Mr. Borgerding updated the Committee on the status of the Auditor of Public
2019 EMPLOYER Accounts’ (APA) separate examinations designed to provide participating
ASSURANCES employers and their auditors the assurances necessary to prepare their own
REVIEW annual financial statements in accordance with Governmental Accounting

Standards Statements No. 68 and 75.

Mr. Borgerding noted this was the third year the Other Post-Employment
Benefit (OPEB) plans were included in the project and efficiencies are being
realized. He noted these examinations are progressing as planned and the
APA should conclude their work and issue the related opinions for the
pension and OPEB plans by the end of July.

ENTRANCE The Committee proceeded to the scheduled entrance with the APA. The

CONFERENCE primary purpose of the entrance meeting was to review the approach and
scope of the APA’s annual examination of VRS’ Comprehensive Annual
Financial Report (CAFR) for the fiscal year ending June 30, 2020. Mr.
Borgerding noted the APA’s primary responsibilities under Generally
Accepted Auditing Standards are to provide reasonable assurance as to
whether the financial statements are free of material misstatements. Mr.
Borgerding also noted APA’s responsibility to determine that VRS’ financial
information is accurately incorporated into the statewide CAFR.

Mr. Borgerding further addressed the APA’s use of materiality, responsibility
for identifying fraud, as well as reporting on non-compliance items that could
have a material direct or indirect effect on financial statements.

Finally, Mr. Borgerding shared a report on internal controls and compliance
will be provided and any significant findings over internal controls would be
included in the Statewide Single Audit (SSA) Report. Mr. Borgerding provided
further information about the SSA and its related report and addressed the
Committee’s questions.

AUDIT REPORTS The Committee received two audit reports from staff.
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Ms. Scott presented audit report 428 — Investment Manager and Master
Custodian Compensation. The review determined compensation paid to
external investment managers and the master custodian is in accordance with
contractual requirements, accurate, and properly recorded. There were no
written recommendations resulting from the review.

Mr. Priestas presented audit report 429 — Conformance with VITA’s Security
Program. The review determined VRS’ Security Policies and Standards are
compliant with VITA’s IT Security Program. There was one written
recommendation resulting from this review to ensure VRS’ continued
conformance.

Upon motion of Ms. Cantor, seconded by Mr. McWilliams, the Committee
accepted audit reports 428 and 429 as presented, upon the following roll call
vote:

Ms. Cantor — Aye
Chief Garrett — Aye
Mr. McWilliams — Aye
Mr. Leighty — Aye

Mr. Cooper provided a brief overview of VRS’ Code of Ethics and the training
provided to personnel. Mr. Cooper confirmed all VRS staff had completed the
annual code of ethics training by December 31, 2019. The Committee
discussed with management how its contractors were incorporated into VRS’
efforts to reinforce a culture of ethics within the organization.

Mr. Mattson discussed the Investment Department's Code of Ethics and
Conduct program, including the Investment Department’s Trading Policy,
which limits trades primarily to multi-investment funds and generally
prohibits trading in single entity securities. Mr. Mattson then noted personal
trading certifications have been received from all investment associates and
were reviewed and found to be in compliance with the Department's policies.

Mr. Beaton presented Management's report on the Modernization Program -
Phase 4. Mr. Beaton updated the Committee on the decommissioning of
RIMS and the Phase 4 progress. Mr. Beaton shared the project plan for Phase
4 is shifting due to the impacts of new legislation, noting the development of
the remaining member portal functionality will be completed in October 2020
and the related testing and roll-out activities will continue through the winter,
possibly longer. Lastly, budget and cost updates as of March 31, 2020 were
provided.
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MODERNIZATION Mr. Priestas presented Internal Audit's Review of Modernization - Phase 4

QUARTERLY REPORT indicating agreement with management’s representations regarding the

— INTERNAL AUDIT overall schedule, budget and scope of Phase 4. Mr. Priestas acknowledged
management’s continued thoughtful and deliberate efforts to bring this
phase to a close while ensuring the continued protection of member data.
Mr. Priestas also highlighted an Internal Audit facilitated discussion between
VRS staff and the only other retirement system currently identified who has
implemented similar functionality, noting key collaboration opportunities
realized from that meeting.

AUDIT PLAN Ms. Schreck reported on the progress of the annual Audit Plan as of

PROGRESS AS OF December 31, 2019, the mid-point of the fiscal year. She noted there were

DECEMBER 31,2019 some necessary changes to the planned timing of certain engagements due to
operational needs and the global pandemic. The Committee discussed the
Internal Audit department’s remaining planned projects and resources.

LONG-RANGE AUDIT  Ms. Schreck provided a status update on the development of the long-range
PLAN DEVELOPMENT audit plan, noting it will be presented at the September Committee meeting.
UPDATE (FOR THE

FOUR YEARS ENDING

JUNE 30, 2024)

QUARTERLY Ms. Schreck shared for the periods November 1, 2019 through January 31,
REPORTS ON FRAUD, 2020 and February 1, 2020 through April 30, 2020, there were no cases of
WASTE AND ABUSE potential Fraud, Waste and Abuse reported for investigation. Further, she

HOTLINE CASES noted all previously reported cases remained closed.

MANAGEMENT’S Ms. Schreck noted management’s quarterly travel expense and per diem
QUARTERLY TRAVEL reports were provided for the Committee’s review.

EXPENSE AND PER

DIEM REPORTS

MISCELLANEOUS Ms. Schreck informed the Committee Internal Audit has reviewed the amounts
UPDATES referred to as "Cost of Living Adjustments (COLA)" as calculated by VRS'

actuary, Cavanaugh Macdonald Consulting, LLC, to be effective July 1, 2020.
Ms. Schreck noted Internal Audit independently recalculated the "Cost of Living
Adjustments" and found them to be valid and accurate. The results of this
review were provided to the Benefits and Actuarial Committee and Board of
Trustees in February 2020 to support their review and approval process for
these adjustments.

Finally, Ms. Schreck indicated the next meeting of the Committee is scheduled
for September 17, 2020 at 2:00 p.m.

Master Page # 6 of 186 - Audit and Compliance Committee Meeting 9/29/2020



Virginia Audit and Compliance Committee

Retirement Meeting Minutes
System June 4, 2020
Page 5 of 5
MEETING There being no further business, Ms. Cantor motioned to adjourn the meeting
ADJOURNMENT which was seconded by Mr. McWilliams. Mr. Leighty then adjourned the
meeting at approximately 3:25 p.m. upon completion of the following roll call
vote:

Ms. Cantor — Aye
Chief Garrett — Aye
Mr. McWilliams — Aye
Mr. Leighty — Aye

Board Chair Secretary
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GASB No. 68 RELATED REPORTS

VRS Management’s Assertions Related to

Census Data for the fiscal year ended
June 30, 2018

State Employee Retirement Plan for the
fiscal year ended June 30, 2019

Political Subdivision Retirement Plan for
the fiscal year ended
June 30, 2019

Teacher Retirement Plan for the fiscal
year ended June 30, 2019

GASB No. 75 RELATED REPORTS

VRS Management’s Assertions Related to

OPEB Census Data for the fiscal year
ended June 30, 2018

Disability Insurance Program for the fiscal

year ended June 30, 2019

Group Life Insurance Plan for the fiscal
year ended June 30, 2019

Line of Duty Act Program for the fiscal
year ended June 30, 2019

State Health Insurance Credit Plan for the

fiscal year ended
June 30, 2019

Teacher Health Insurance Credit Plan for
the fiscal year ended
June 30, 2019

Political Subdivision Health Insurance
Credit Plans for the fiscal year ended
June 30, 2019

MATTERS FOR DISCUSSION WITH THE APA

Exit on the VRS 2019 Employer Assurances Audit

The APA will exit with the Committee on the results of their 2019 Employer Assurances Audit for GASB
No. 68 and 75. A listing of and hyperlink to the 11 reports issued by the APA is provided for your
convenience in the call out box to the left.

For reference purposes, a list of some types of questions posed to external auditors when exiting are
provided below. However, exit meetings with the APA are typically informal, with questions posed as
the Committee sees fit.

Typical Questions Posed To External Auditors When Exiting
e Were there any significant adjustments to the accountingrecords?

e Were there any significant accounting or auditing problems encountered during the examination? Do any
remain unresolved?

e Were there any significant changes in accounting policies or principles during the year?
e Were there any indications of financial weaknesses, which should be addressed by the Committee?

e Did you detect any material errors, fraud, illegal acts, or significant deficiencies or material weaknesses in
the internal control system?

e Are there any pertinent comments concerning operations ingeneral?
e Did you review information furnished to others (e.g., actuaries)?

e Did the quality and quantity of personnel involved in the preparation and control of financial information
appear adequate? Did personnel seem to be fulfilling their responsibilities in a conscientious and professional
manner?

e Was the level of cooperation received from management and internal audit during the examination
appropriate?
e Did you have enough time to complete all phases of youraudit?

Update on the 2020 VRS CAFR Audit

The APA will provide an update on the status of their examination of VRS’ 2020 Comprehensive Annual
Financial Report, the final results of which are expected to be presented at the Committee’s December
meeting.

Matters for Discussion with the Auditor of Public Accounts Page 1
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https://nam04.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.apa.virginia.gov%2Freports%2FGASB75VirginiaRetirementSystemStateHealthInsuranceCreditPlanOPEB2019.pdf&data=02%7C01%7CJSCHRECK%40varetire.org%7C8998f05ab01d4b7b30f008d8447d9072%7C1051283b1a2b4ff1b741cb21f7d2303a%7C1%7C1%7C637334653381037374&sdata=R%2BnEL45lfZm5kRfD7HOyLwsa1hdwN7i2LVjpQSh2qH4%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.apa.virginia.gov%2Freports%2FVirginiaRetirementSystemTeacherHealthInsuranceCreditPlanOPEB2019.pdf&data=02%7C01%7CJSCHRECK%40varetire.org%7C8998f05ab01d4b7b30f008d8447d9072%7C1051283b1a2b4ff1b741cb21f7d2303a%7C1%7C1%7C637334653381047369&sdata=HjV6cyNhaWdF%2BAE1QQC6pFhHBC%2Fe9HTp1YbLrFTfL30%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.apa.virginia.gov%2Freports%2FVirginiaRetirementSystemTeacherHealthInsuranceCreditPlanOPEB2019.pdf&data=02%7C01%7CJSCHRECK%40varetire.org%7C8998f05ab01d4b7b30f008d8447d9072%7C1051283b1a2b4ff1b741cb21f7d2303a%7C1%7C1%7C637334653381047369&sdata=HjV6cyNhaWdF%2BAE1QQC6pFhHBC%2Fe9HTp1YbLrFTfL30%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.apa.virginia.gov%2Freports%2FVirginiaRetirementSystemTeacherHealthInsuranceCreditPlanOPEB2019.pdf&data=02%7C01%7CJSCHRECK%40varetire.org%7C8998f05ab01d4b7b30f008d8447d9072%7C1051283b1a2b4ff1b741cb21f7d2303a%7C1%7C1%7C637334653381047369&sdata=HjV6cyNhaWdF%2BAE1QQC6pFhHBC%2Fe9HTp1YbLrFTfL30%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.apa.virginia.gov%2Freports%2FGASB75VirginiaRetirementSystemGroupLifeInsurancePlanOPEB2019.pdf&data=02%7C01%7CJSCHRECK%40varetire.org%7C8998f05ab01d4b7b30f008d8447d9072%7C1051283b1a2b4ff1b741cb21f7d2303a%7C1%7C1%7C637334653381027380&sdata=wRL9153mGjXohyCYJDjkAHURRirNMlb8V1GSwV4oMD4%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.apa.virginia.gov%2Freports%2FGASB75VirginiaRetirementSystemGroupLifeInsurancePlanOPEB2019.pdf&data=02%7C01%7CJSCHRECK%40varetire.org%7C8998f05ab01d4b7b30f008d8447d9072%7C1051283b1a2b4ff1b741cb21f7d2303a%7C1%7C1%7C637334653381027380&sdata=wRL9153mGjXohyCYJDjkAHURRirNMlb8V1GSwV4oMD4%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=http%3A%2F%2Fwww.apa.virginia.gov%2Freports%2FGASB75VirginiaRetirementSystemGroupLifeInsurancePlanOPEB2019.pdf&data=02%7C01%7CJSCHRECK%40varetire.org%7C8998f05ab01d4b7b30f008d8447d9072%7C1051283b1a2b4ff1b741cb21f7d2303a%7C1%7C1%7C637334653381027380&sdata=wRL9153mGjXohyCYJDjkAHURRirNMlb8V1GSwV4oMD4%3D&reserved=0
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Pension and OPEB Plan Types

Single
Employer

Agent Multiple

Employer

Cost Sharing
Multiple
Employer

WW.APA.VIRGINIA.GOV

¢ Single plan that covers the employees of a single
employer

¢ Single plan that covers the employees of multiple
employers
Plan assets are segregated for each participating
employer and cannot legally be used to pay other
employer’s pension or OPEB obligation

¢ Single plan that covers the employees of multiple
employers
Plan assets are not legally segregated for each
participating employer and can legally be used to
pay other employer’s pension or OPEB obligation




Agent Multiple Employer Plans

e Pensions — Political e Health Insurance
Subdivisions Credit — Political
Subdivisions

WWW.APA.VIRGINIA.GOV



Agent Multiple Employer Plan Audit Assurances

Provide opinion Provide opinion
on proper on fair Net Liability is
accumulation of = presentation of the Residual
census data by changes in FNP Balance

the plan by employer

Total Pension Liability Less: Fiduciary Net Position Net Pension Liability
Total OPEB Liability Less: Fiduciary Net Position Net OPEB Liability

WWW.APA.VIRGINIA.GOV




VRS Cost Sharing Multiple Employ

er Plans

PENSION

OPEB

e State Plan Health Insurance

e Teacher Plan Creo
Hea

it — Teacher
th Insurance

Crec

it — State

Group Life Insurance

Line
Virgi

of Duty Act
nia State Disability

Program

Virgi

nia Local Disability

Program (No opinions)

Page 5
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Cost Sharing Multiple Employer Audit Assurances

® Provide opinion on e Provide opinion on
pension/OPEB employer  allocation
amounts at plan level percentages

y Employer

Employer Employer  Allocation

Code Employer Contributions Percentage

N P L / N O L Pe n/ O P E B 40100 ACCOMACK COUNTY SCHOOL BOARD S 3,023,764 0.35461%
E X p ense 40101 ALBEMARLE COUNTY SCHOOQLS 9491479 1.11311%

40102 ALLEGHANY COUNTY SCHOOL BOARD 1,435,188 0.16831%

40103 AMELIA COUNTY SCHOOL BOARD 903,338  0.10594%

40104 AMHERST COUNTY SCHOQOL BOARD 2,704,879  0.31721%

40105 APPOMATTOX COUNTY SCHOOL BOARD 1,176,909  0.13802%

40106 ARLINGTON PUBLIC SCHOOLS 29,095,514 3.41217%

40107  AUGUSTA COUNTY SCHOOL BOARD 6,201,642 0.73785%
Defe rred : Defe rred 40108 BATH COUNTY SCHOOL BOARD 498,809  0.05850%

40109 BEDFORD COUNTY SCHOOL BOARD 5,682,514  0.66642%
, n f, OWS O Utfl OWS 40110 BLAND COUNTY SCHOOL BOARD 483,108  0.05666%
40111 BOTETOURT COUNTY SCHOOLS 3,106,162  0.36427%
40112  BRUNSWICK COUNTY PUBLIC SCHOOLS 1,137,210  0.13337%
40113 BUCHANAN COUNTY SCHOOL BOARD 1,757,633  0.20613%
40114  BUCKINGHAM COUNTY SCHOOL BOARD 1213826 0.14235%

WWW.APA.VIRGINIA.GOV Page 6




APA Issued Unmodified Opinions for the Following

e Accurate and complete accumulation of census
data to the actuary for pensions and OPEBs

e Fair presentation of the Schedules of Changes in
Fiduciary Net Position at the employer level and

related notes

e Fair presentation of pension/OPEB amounts and
employer allocations and related notes

WWW.APA.VIRGINIA.GOV




Census Data Opinion: Emphasis of Matter

e VRS does not have access to certain census data
elements for retirees from an Optional Retirement
Plan (ORP) who participate in HIC or GLI and have
not claimed a benefit

e Actuary has applied assumptions in place of the
data in accordance with Actuarial Standards of
Practice

e Opinion was not modified in respect to this matter

WWW.APA.VIRGINIA.GOV



Other Audit Results:

No internal control weaknesses that we would
consider significant deficiencies or material
weaknesses

No indications of non-compliance, fraudulent
activity or illegal acts

Proper treatment of accounting principles

No material alternative accounting treatments

No significant disagreements with management

No material audit adjustments other than GLI
typographical error

WWW.APA.VIRGINIA.GOV




Future Improvements to Group Life Census Data

Eligibility Rounding

e Certain ineligible e Presenting service in
employees currently months rather than
included will be rounding by year will
excluded increase accuracy

e Reduces liability by e Reduces liability by
S19 million (1.2%) S6.5 million (.4%)

WWW.APA.VIRGINIA.GOV



Issuance of GASB 68 and 75 Resources

e Employers received the following pension and
OPEB resources:

WWW.APA.VIRGINIA.GOV



GASB 68 and 75 Project Scope

-7-7176 pages of

O e . 21 disclosure and
| schedules 10 sets of

11 audit requiring model entries
reports opinions

©
~ Significant
~ volume of

census data audit efficiency

4.5% increase in

tested
from the prior year
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Issuance Timely with Room to Improve

VA

component VA, cities,
unit towns,

Future Target statements counties

Fiscal Issuance due to audited
Year-end Date" July 31 Department statements
June of Accounts due

30 Sept. 09 Dec. 15

o' ol © © o
Aug. 19 Sept. 30

Issuance of Authorities,
VRS boards,

employer commissions

assurances audited
\_ - statements

due to APA

WWW.APA.VIRGINIA.GOV




VRS Website Offers User Friendly Access to Resources

Audit Opinions & Disclosure Guidance 2020 Audit Opinions & Disclosure Guidance

To assist employers with financial reporting, VRS is providing GASB schedules and corresponding opinions issued by the To assist employers with financial reporting, VRS is providing GASB schedules and corresponding opinions issued by the
state auditor's office. In addition, VRS has developed sample journal entries and sample note disclosures for employers state auditor's office. In addition, VRS has developed sample journal entries and sample note disclosures for employers
reference. reference for other post-employment benefits:

Note: Reports, sample jounal entries, note disclosures and other GASE documents are for the measurement period ended June . . 5
Note: Reports, sample journal entries, note disclosures and other documents are for the measurement period ended June 30,

30t of the previous year.
! v 2019, unless otherwise noted.

2018
Documents h Insurance Group Life Virginial Local Virginia Sicknes

Credit Insurance Disability Program Disability Progr:

GASB 68 Reports With Audit Opinions
GASB 75 Reports With Audit Opinions

Political Subdivision Retirement Plans
Political Subdivisions
State Employee Retirement Plan

State

Teacher Retirement Plan

Teacher

Report on Management's Assertions related the Census Data for Pension Plans for the Year Ended June 30, 2018

Sample Journal Entries
Sample Journal Entries

. Sample Note Disclosures
Sample Note Disclosures P

Analysis of 2019 Net Pension Liability Analysis of Changes in Net OPEB Liability

Covered Payroll & Contributions Covered Payroll & Contributions

WWW.APA.VIRGINIA.GOV




Project Successes

Effective collaboration to produce
resources efficiently

High assurance gained for 100%

data testing approaches

Employer questions and concerns
remain low

WWW.APA.VIRGINIA.GOV



Employer Auditor Communications

e VRS audit team annually updates Specifications for
Audits of Counties, Cities, and Towns and
Specifications for Audits of Authorities, Boards and
Commissions for GASB 68 and 75 requirements

e Local auditors must test active employee data and
submit results to APA

e APA Local Government Audit Manager and the
VRS audit team communicates with local
employer auditors to address inquiries

WWW.APA.VIRGINIA.GOV




VRS CAFR Audit Update

The audit is over a third complete and we are on

track to finish in advance of the December A&C
Committee meeting

We do not currently have any management
recommendations or other issues of concern to
bring to the Committee’s attention

WWW.APA.VIRGINIA.GOV




Intended Use Statement

This presentation is intended solely for the
information and use of those charged with
governance and management, and is not
intended to be, and should not be, used by
anyone other than these specified parties.

WWW.APA.VIRGINIA.GOV




Audit Reports
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Virginia INTERNAL AUDIT

Retirement
System Report No. 430

Investment Research
As of November 1, 2019

THIS REPORT IS INTENDED SOLELY FOR THE USE OF THE VRS BOARD OF TRUSTEES AND THE MANAGEMENT OF VRS AND IS NOT INTENDED FOR OTHER PURPOSES.
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Virginia TRANSMITTAL LETTER
Retirement June 1, 2020
System

Dear Members of the Audit and Compliance Committee,

We have completed audit number 430, “Investment Research” as of November 1, 2019. The
main purpose of our audit was to review the Investment Research area to ensure proper control
mechanisms have been established to ensure integrity of investment-related data, along with
the area’s compliance with VRS IT Standards. This report will focus on completed objectives
related to the Investment Research Department prior to the state of emergency declared this
spring, which put certain components of that work on hold. Any remaining objectives will be
addressed separately, when appropriate.

We conducted our audit in accordance with the International Standards for the Professional
Practice of Internal Auditing. These standards require that we plan and perform the audit to
obtain sufficient and appropriate evidence to provide a reasonable basis for the conclusions
based upon our audit objectives. We believe the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.

This report was distributed to the VRS Director, Chief Investment Officer and members of
management for review and comment. Management expressed substantial agreement with our
report and will issue a written response to the recommendation contained in this report.

We appreciate the cooperation and assistance of the Investment and Information Technology
Departments throughout this audit.

Respectfully Submitted,

W?EuMk

Jennifer P. Bell Schreck, CPA, CISA, PMP
Audit Director

Investment Research Pg. 2 of 18
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m the fall of 2019 we initiated a review of the Portfolio Intelligence Team (PIT). This area is composed of thrt%
divisions: Risk Management, Portfolio Strategy and Investment Research. As a direct result of the state of
emergency declared this spring, certain components of that work have been placed on hold. To be respectful
of the work that has been completed and ensure the timely communication of any observations made, we will
report out on the completed items in separate reports.

This first report will focus on completed objectives related to the Investment Research Department. The next
report will focus on Risk Management and Portfolio Strategy, which are two components of the Multi-Asset
Qublic Strategies Program. Any remaining objectives will be addressed separately, when appropriate.

EXECUTIVE SUMMARY

We have conducted an examination of VRS’ “Investment Research” Department as of November 1,
2019. A part of PIT, Investment Research supports the Chief Investment Officer and Investment
Department with strategy development and testing, macroeconomic consultation and
guantitative methods. The Investment Decision Support (IDS) team within Investment Research
assists in the collection, storage and reporting of data possessed by various investment programs
to incorporate data into the investment process.

Specifically, our review focused on the Investment Research area to determine:

e Data entering into systems utilized by the IDS team is accurate, authorized and stored
completely;

e Qutputs are accurate, authorized and complete, and protected from disclosure;

e Records are maintained to track the process of data from input to storage and to the
eventual output and reports;

e IDS has established protection mechanisms to avoid unauthorized changes to data or
programs either through external or internal means; and,

e Access controls are functioning as designed and only authorized employees are
accessing the systems.

Due to the COVID-19 Pandemic, we were unable to complete all planned objectives. Outstanding
objectives are noted in the report and will be reviewed at a more practical time.

We included one formal opportunity for improvement surrounding the need to enhance
Investment’s communication of IT-related procurements to the IT Department which is discussed
in more detail within the Recommendations section of the report.

SNAPSHOT

Investment Research is
a part of the Portfolio Intelligence
Team (PIT).

VRS uses the data Investment
Research acquires and maintains
to support the management of the
individual investment programs
and the entire Fund.

After commencing the examination,
PIT was renamed
to the Portfolio Solutions
Group (PSG).

AUDIT ASSESSMENT

Overall, application controls in
the Investment Research area,
which were able to be reviewed,
are well designed and functioning

properly.

Application controls which were
unable to be reviewed at this
time, will be reviewed at another
time in a future examination.

Written Recommendations: 1

Investment Research Pg. 3 of 18
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PSG LEADERSHIP
STRUCTURE

Chief Investment Officer

Managing Director - PSG

Program

Director of DITEETEL,
Director of Research &

Risk Mgmt Fofielie Investment

SR Decision

Support

BACKGROUND
INTRODUCTION

The Portfolio Intelligence Team, now known as the Portfolio Solutions Group (PSG), was
established in July 2018 to explore leading edge concepts and solutions that are not yet
mainstream in most pension portfolios. The PSG is also responsible for the management of the
Multi-Asset Public Strategies Portfolio which as of November 1, 2019 was valued at $2.2 Billion,
representing 2.7% of the total fund.

A Managing Director leads the PSG team to provide fund-wide support in the areas of general
research, data management and decision support, portfolio strategy and risk management. The
PSG responsibilities and duties are organized into three separate and discrete functions — Risk
Management, Portfolio Strategy and Investment Research.

Risk Management

The Risk Management team leads the research, development and maintenance of a state of the
art quantitative risk management system which provides estimates for a full range of risk metrics
for VRS’ individual investment programs. The Risk Management team also serves as the primary
portfolio manager of the Risk Based Investments Portfolio which is intended to provide
diversification for the fund’s main risks.

Portfolio Strategy

The Portfolio Strategy team develops, implements and manages a systematic ongoing process
for identifying interesting investment strategy ideas that offer potentially value-added
opportunities by tilting VRS’ exposures away from policy benchmarks. The Portfolio Strategy
team also manages a portfolio of cross-asset strategy initiatives using external management
sources for implementation.

Investment Research

The Investment Research program was originally established in July 2005 as a research and risk
team to build a comprehensive risk platform at the total fund level and conduct research on

Investment Research Pg. 4 of 18
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broader macroeconomic themes. Over time, Investment Research expanded to include data
custodian duties and its responsibilities shifted more toward strategic and statistical model
development.

The Investment Decision Support (IDS) team evolved from the Investment Research team to gain
efficiencies by consolidating the data collection efforts from across the Investment Department.
IDS focuses on supporting the more data intensive components of the investment process. To
this end, in 2016, following a strategic review of Investment Department needs, IDS expanded to
include developing reports tailored to the unique needs of each program.

THE DEPARTMENT UNDER REVIEW

This report will focus on PSG’s Investment Research component. As of November 1, 2019, the
REPORT FOCUS Investment Research team is comprised of two areas — Investment Research and Investment

Decision Support teams. These teams are described further below.
While initiated as one review, this

report will focus specifically on the
Investment Research area. The
other two components of PSG, Risk
Management and Portfolio
Strategy, were specifically
excluded from this report and will
be discussed under a separate
cover.

Investment Research

The Investment Research team supports the investment efforts of the Investment Department
and the CIO through basic and applied research efforts. The team works closely with investment
programs in strategy development and testing, macroeconomic consultation and quantitative
methods. This effort includes monitoring, coordinating, facilitating and implementing current
leading practices and methods to ensure optimal investment performance and risk management
at both the program and plan level.

The Investment Research team exhibits their agility daily as they execute their responsibilities:
e modeling and forecasting trends and movements in the broader global economy;

e modeling the transmission of shocks to program level performance and total fund,
decomposing the effects of these shocks on factors that drive returns and providing
them to Investment Program Directors and the CIO; and,

e at times, supporting the portfolio by interfacing with external managers on their
research efforts, methodology and best practices.

Investment Research Pg.5 of 18
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INVESTMENT
INFORMATION
TECHNOLOGY LIAISON

IDS serves as the Investment
Department’s primary liaison to
the VRS Information Technology
team. IDS personnel work with IT
personnel to coordinate processes
related to data management.

The team also directly supports the CIO by conducting research on selected projects related to
asset-liability modeling, forecasting and macroeconomic modeling. Much of this work is
subsequently delivered at Board of Trustees and Investment Advisory Committee meetings for
discussion and decision making.

Investment Decision Support (IDS)

The IDS team reports directly to the Program Director of Investment Research and is responsible
for the design and delivery of investment program, risk management, strategy and particular
research analytic systems. IDS collaborates with teams across VRS to acquire and incorporate
data into the investment analytics processes. IDS assists in the collection, storage and reporting
of data owned by the various investment programs.

This area also provides accountability for certain investment data as well as the design,
development, implementation and maintenance of the quantitative infrastructure for VRS
Investment Programs. This infrastructure includes a data warehouse, various data retrieval tools,
guantitative analysis tools, program level reporting tools and support applications that retrieve,
consolidate and report information.

In addition to overseeing the data infrastructure for the Investment Department, this area
exhibits teamwork and assists the Investment Research and other Investment Program Directors
in the design of decision analytics that provide analysis tools, risk metrics and reports based on
the information in VRS data warehouses. These decision analytics tools provide risk
management, hedging, optimization routines and general portfolio management support in the
areas of quantitative programming and mathematical and statistical modeling.

Investment Research Pg. 6 of 18
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PROCESS EXCLUSIONS

While planning this review, we
confirmed the management of
Investment-related IT hardware
and software licensing was
included in the VRS holistic
agency process.

Hardware and License management
was reviewed during the most
recent IT Client-Server General

Controls Report #425, hence these

processes were excluded from this

examination.

SCOPE AND METHODOLOGY

This examination focused on the Investment Research area to determine:

e Data enteringinto systems utilized by the IDS team is accurate, authorized and stored
completely;

e OQutputs are accurate, authorized and complete, and protected from disclosure;

e Records are maintained to track the progress of data from input to storage and to the
eventual output and reports;

e |DS has established protection mechanisms to avoid unauthorized changes to data or
programs either through external or internal means; and,

e Access controls are functioning as designed and only authorized employees are
accessing the systems.

@fortunately, due to the COVID-19 Pandemic, we were unable to complete all planned objectives f(h
the Investment Research area. These outstanding objectives are noted throughout the following
section of the report and will be reviewed at a more practical time to provide assurance that
associated controls are functioning properly within this area.

Additional objectives covering the other areas in PSG were planned within the original PSG review.
The objectives related to Risk Management and Portfolio Strategy will be discussed in a separate

@gagement report. /

GENERAL ASSESSMENT AND UNDERSTANDING

We obtained a general understanding of all applications and systems which were associated with
the PSG’s Investment Research area. We then identified which systems business processes had
material controls points, along with the systems which integrated or shared VRS data with
external vendors. Once particular systems were identified, we reviewed associated application
controls by reviewing applicable policies, procedures and other relevant control documentation.
We also held meetings to discuss processes and controls with relevant personnel, as necessary.
Finally, we validated application controls were functioning as stated and intended.

Investment Research Pg. 7 of 18
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DATA ENTERING SYSTEMS

We gained an understanding of all systems, either internal or external, that interfaced with VRS
systems to assess whether appropriate controls are in place to migrate only authorized data into
VRS databases accurately and completely. We then determined how data is entered or inputted
into the systems and databases within the Investment Research area.

We had planned to substantiate VRS controlled inputted information to ensure data entering the
system is accurate, complete and authorized, no matter the path of input, but as noted above have
deferred this objective for a later review.

SYSTEMS OUTPUT

We had planned to identify the population of outputs, such as reports and interface files, which are
created from Investment Research systems. Once known, we planned to review these mechanisms to
ensure outputs were accurate and complete and only authorized individuals could produce them. This
objective has been deferred for a later review.

LOGICAL ACCESS

We studied VRS account management processes around granting, changing and termination of
access to two applications. Then we reviewed access to sensitive areas, like VRS personnel access
to stored interface connections and files which migrate data to VRS databases, to substantiate
that access to these files are in accordance with the employee’s job duties.

We reviewed the account management policies and procedures around these activities for all
types of personnel (internal, external and contractors) who receive access to view, modify or
make changes to the applications or interface connections. We reviewed all access, including
administrator duties, of all personnel types to determine if access was appropriately given based
on the associated job description and was granted reasonably based on the principle of least
privilege, as permitted in the VRS Security Standard, section AC-6.

We then evaluated user access for conflicting roles and proper segregation of duties to determine
whether a single person could complete a full task, as defined in the VRS Security Standard AC-5.

Investment Research Pg. 8 of 18
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PROJECT MANAGEMENT AND APPLICATION CHANGES

We had planned to evaluate the project management processes used by the IDS team. We had
initially requested any governance documents surrounding IDS project management processes
and workflows, along with the population of projects that were performed during the first quarter
of the fiscal year of 2020, however that information was not received at the time the examination
was halted. Therefore, during a future examination, we will review project management
procedures to ensure that universal project management principles are built into processes to
ensure projects are controlled and only approved and tested projects are put into production.
Then, we would take a sample of projects to ensure IDS personnel are following approved
procedures.

Further, we will evaluate VRS’ ability to make changes to outputs and business processes by
assessing VRS processes for updating applicable system information. By doing this, we will

SSAE 18

A Statement on Standards for
Attestion Engagements No. 18
report, otherwise known as a
SOC (System and Organization
Control) report, offers assurances
on the services provided by an
external service organization
which gives valuable information
to users to assess and address
the risks associated with the
outsourced service.

determine whether VRS had a set process in place to ensure only authorized changes were
kdequately tested and ultimately implemented. /

HOSTED ENVIRONMENT SYSTEMS

We first requested and received the most current listing of Investment Research’s related
applications from the Investment Department and VRS’ tracked and managed cloud service
vendors and their associated applications from the IT Security Department.

Third Party Risk Monitoring

We reviewed the Statement on Standards for Attestation Engagements 18 (SSAE 18) report
management processes to determine if third party risks were being managed and user entity
complementary controls were appropriately in place. We performed this by evaluating VRS’
process for reviewing these reports regularly to ensure:

e the third party continues to secure its environment appropriately;

e VRS is identifying and ensuring user entity complementary controls are in place; and,

e results are communicated to appropriate VRS senior management and IT Security
timely.

Investment Research Pg. 9 of 18
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CLOUD BASED SERVICES

Cloud based services or Software
as a Service (SaaS) must meet
specific Commonwealth security
requirements. VRS has accepted
these requirements within its VRS
Cloud Services Information
Security Standard. SaaS is the
capability to use the provider’s
applications running on a cloud
infrastructure. The provider
manages or controls the underlying
cloud infrastructure with the
possible exception of limited user
specific application configuration
settings.

In addition, we ensured that applicable hosted systems that required gap analyses to be
performed between hosted systems requirements and vendor’s SSAE 18 reports happened
timely or within the 90 day requirement.

Hosted System Assessment

We then evaluated applications and systems used within the Investment Research area to
determine if VRS has requested a third party to act on its behalf along with its acceptance of
Commonwealth data on the entity’s cloud infrastructure. This type of agreement would be
considered a hosted environment and the VRS Cloud Services Information Security Standard
would be applicable.

Once systems with these basic characteristics were identified, for any systems which were not
included on the IT Security Department’s list, we requested applicable evidence to determine

that identified applications should not be categorized as a hosted system and are exempt from
following hosted environment requirements.

CONCLUSIONS

GENERAL ASSESSMENT AND UNDERSTANDING

Due to circumstances outside our control, we were unable to complete the planned review of certain
controls within this environment. As they are significant when considering the comprehensive
administration of the area, they are noted below and will be addressed in a future review.

Overall, our examination found the reviewed application controls surrounding processing and
management of Investment Research systems at VRS reasonably minimize risks associated with
business transactions. We found these controls to be operating effectively and as intended. In
addition, VRS has put in place adequate controls to support management of the systems within
the VRS business processing environment.
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LOGICAL ACCESS CONTROL

Controls over user access to
processing application and data
files are essential to protect
reliability, confidentiality and
availability of data and computer
resources.

These controls reduce the risk of
information being disclosed,

misused or destroyed, whether by
accidental or intentional means.

Nevertheless, we did observe a few items of note which are included below and offer one formal
recommendation related to enhanced communications by the Investment Department. This
issue is discussed further in the Recommendations section of the report.

DATA ENTERING SYSTEMS

As previously noted, we are unable to conclude at this time in regard to these control mechanisms.
We will revisit this area in a subsequent review.

SYSTEMS OUTPUT

As previously noted, we are unable to conclude at this time in regard to these control mechanisms.
We will revisit this area in a subsequent review.

LOGICAL ACCESS

Overall, we found logical access was appropriate for individuals authorized to receive access or
administrator access to the two applications reviewed based off job descriptions and the least
privilege principle. The examination also found employees’ access to interface files and their
ability to modify or change interface parameters was protected appropriately.

Per the VRS Security Standard IA-5, user account passwords are required to be updated or
changed at least every 90 days to enhance security and reduce the risk of a bad actor obtaining
the credentials. Within one of the applications reviewed, VRS password management expiration
was set for every 120 days. This password expiration timeframe is out of compliance with the
current aforementioned security standard and was discussed with management. Once it was
brought to management’s attention, they took corrective action to ensure user passwords
expired no later than every 90 days.

Per the Security Standard AC-5, VRS must implement segregation of duties within a system’s account
management processes to address the potential of abuse of authorized privileges and help to reduce
the risk. Additionally, regular monitoring of system accounts must be employed at least annually, as
described in the VRS Security Standard AC-2. As the review was stopped prior to completion of this
test work, we cannot conclude at this time whether appropriate monitoring processes are in place.
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SSAE 18 REPORT TYPES
SSAE 18, Type 1 Report

Reports on the design of controls
put into operations as of a point in
time. This type provides a
description of the company, the
assessment of design of internal
control environment and opinion of
the suitability and design of the
controls in place at the point in time
the report was issued.

SSAE 18, Type 2 Report

Reports on the design and testing of
controls to report on the
operational effectiveness of
controls over a period of time
(typically 12 months). This type of
report provides a description of the
service auditor’s tests of controls
and the results of the tests. It
provides the client documentable
assurances that customer data is
being handled correctly. This
report is considered a confidential
document.

PROJECT MANAGEMENT AND APPLICATION CHANGES

As previously noted, we are unable to conclude at this time in regard to these control mechanisms.
We will revisit this area in a subsequent review.

HOSTED ENVIRONMENT SYSTEMS
Third Party Risk Monitoring

The IT governance of VRS’ third party administrators and hosted applications is decentralized,
managed by the contract administrator within the specific department using the service or
hosted system. This responsibility is memorialized in the VRS Technology Procurement Policy
where it states “The purchaser/contract administrator is responsible for ensuring compliance with
any usage limitations and security requirements throughout the life of the item or contract.”

At the time of the review, all Investment Department systems data was owned by the VRS Chief
Administrative Officer (Investments), who was also designated as the contract administrator.
VRS’ recent updates to its Continuity of Operations Plan has resulted in several individuals within
the Investment Department being designated as the data owner/contract administrator for the
Investment systems.

The Investment Department has established a process to monitor and regularly review each
released SSAE 18 report for any applicable third party which administers VRS data to ensure that
any unresolved weaknesses noted were identified and compensating controls were in place to
ensure the integrity of VRS assets. Overall, we found the Investment Department was monitoring
and reviewing SSAE 18 reports annually and timely documenting their review of each to protect
VRS from potential third party risks.

Nevertheless, two observations were made regarding the SSAE 18 review process. The first
relates to the Investment Department ensuring the entire population of internal control reports
are reviewed. One section of a vendor’s report was not included in the review process. Once
brought to management’s attention, the Investment Department immediately began this review
to ensure VRS was adequately protected for this vendor.
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The second pertains to the Investment Department’s transmission of the SSAE 18 reports and
communication of relevant information within them to the VRS IT Security Department. While
the Investment Department is responsible for management of the contracted entity, other VRS
departments have duties and responsibilities which must be performed relative to these
relationships. Regular teamwork between these departments is vital to ensure each
department’s responsibilities are handled timely for the agency as a whole.

More specifically, once a system is identified as hosted, VRS must continually assess the system’s
control points throughout the life of the contract. Therefore, like the Investment Department,
the IT Department must regularly obtain and review SSAE 18 reports for hosted systems. Further,
the IT Department’s review is time sensitive, as dictated in the mandatory VITA IT Operations
Policy and Procedures: Third Party Use, “VRS is responsible for performing a security audit within
90 days to determine control gaps between supplied audit and the Hosted Environment
Information Standard.”

We noted the VRS IT Security Department is performing these reviews in compliance with this
requirement, however, presently, reviews are occurring annually rather than within 90 days due
to the decentralized receipt of these reports. To allow for the IT Security Department to perform
these reviews and meet this 90 day mandatory requirement, system data owners (contract
administrators) must communicate receipt and share the SSAE 18 reports timely to ensure IT has
the sufficient time to complete their review.

Internal Audit facilitated a meeting between the IT Security Department and the Investment
Department to help the Investment’s area understand the mandatory responsibilities of the IT
area and nurture the teamwork to help ensure VRS stays in compliance with these associated
systems. At this meeting a positive discussion ensued around the two teams’ responsibilities,
needs and how each unit could support the other. Further, since the aforementioned meeting,
the Investment Department has indicated that additional meetings have been held with the IT
Security Department to begin to define and refine their respective communication expectations
and processes moving forward.
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Hosted System Assessment

Per our review, three Investment Research related IT systems, which met the basic characteristics
of a cloud or hosted system and have not yet been reviewed by the IT Security Department to
validate the fundamental components of these systems, were identified.

Effective on July 23, 2018, VRS instituted a Technology Procurement Policy which states that all
acquisitions of IT-related goods and services require a security review and pre-approval from the
VRS Chief Technology Security Officer (CTSO). This requirement is irrespective of the acquisition
method and applies even in cases where goods or services are acquired at no cost or the
acquisition is not otherwise governed by the provisions of the Virginia Public Procurement Act.
By instituting this process, this allows the IT Department to ensure applicable security reviews
are performed and all VRS IT requirements are met prior to the acquisition and introduction of
the IT good or service into the VRS IT environment.

VRS Investments acquired additional services or products as recently as 2019 and 2020 from two
of the three identified system vendors and therefore should have submitted those acquisitions
through the IT procurement workflow for review. We communicated these systems to the VRS
Information Security Officer, who immediately began reviews on the two aforementioned
vendors’ systems which had not been previously reviewed. The third system has a continuous
contract in place and IT Security had plans to begin its review later in 2020.

Until reviewed in their entirety, VRS will not be able to be determine if these systems should be
managed in accordance with VRS Cloud Services Information Security Standard requirements.
The delay in these systems’ reviews may impact VRS’ compliance with this mandatory standard
as systems identified as hosted must have their control points reviewed at procurement and
annually by VRS throughout the life of the contract. We discuss this further in the
Recommendations section below.

END-OF-LIFE SYSTEMS OR APPLICATIONS

Per the VRS Security Standard SI-2-COV, VRS prohibits the use of software products that the
software publisher has designated as End-of-Life/End-of-Support. These products are more
vulnerable to attack or compromise since the software publisher no longer provides security
patches for this application.
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REPORTABLE CONDITION

Any recommendation included in
this section of the report is
considered a “Reportable

Condition.” The resolution of a
“Reportable Condition” merits
monitoring in the Audit
Recommendation Follow-Up
System (ARFUS).

MATERIAL ISSUE

Certain recommendations
may address a matter that poses
such significant risk to VRS
whereby immediate measures
should be taken to mitigate the
exposure. Other long-term
solutions may also be
appropriate for the permanent
resolution of the matter. These
recommendations are
considered “Material Issue.”

All recommendations require a
formal response from
management.

Per our review, one application reviewed had reached its end of life as of May 1, 2019. When
brought to management’s attention, they noted VRS had purchased extended support on this
product and further indicated VRS had plans to upgrade to a new supported version of the
application in July 2020. Management later communicated that due to issues securing the
appropriate control assurances with the initial proposed solution, the plan has been modified
and implementation has been delayed until September of 2020. We encourage management’s
execution of its stated plans to upgrade or move to a fully supported product as soon as possible
and no later than the expiration of the extended support agreement to mitigate any potential
risks resulting from the end of life state.

RECOMMENDATIONS

We offer the following recommendation as a result of this examination, which is not considered
a “Material Issue.”

Enhance the Investment Department’s Communication and
Reporting of IT-Related Acquisition Activity to the IT Department

Effective June 1, 2017, Commonwealth agencies were required to become compliant with the
Virginia Information Technologies Agency’s (VITA) new Security Standard referred to as SEC525
Hosted Environment Information Security Standard. This standard regulates the acquisition and
ongoing use of cloud computing services.

During 2017, VRS responded appropriately to the new standard by accepting and incorporating
it into the new VRS Cloud Services Information Security Standard which laid out VRS’ approach
and related procedures. Within its initial version of the standard, VRS defined SaaS systems
applicability “to all new and renegotiated contracts or RFPs” and further stated that “Prior to
procuring, renewing, signing or otherwise engaging with a third-party cloud service, including all
RFPs, all contracts must receive written approval from Technology Services Security...”.

Effective July 23, 2018, VRS established a more robust policy regarding IT acquisitions referred to
as the VRS Technology Procurement Policy. This policy states, “All acquisitions of IT-related goods

and services require a security review and the pre-approval of the Chief Technology and Security
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Officer or his/her designee....The purchaser/contract administrator is responsible for ensuring
compliance with any usage limitations and security requirements throughout the life of the item
or contract.”

During our review, we noted two vendors from whom the VRS Investment Department had
acquired six additional services or products after the VRS Technology Procurement Policy went
into effect on July 23, 2018. The owner of the related Investment data (contract administrator)
was unable to provide support of IT approval being received prior to finalizing the acquisition of
these new services or products rendering the VRS Investment Department and these contracts
out of compliance with the VRS IT Procurement Policy.

Further, per discussion with the IT Security Department, we found these vendors were not
previously identified as hosted nor were the systems’ requirements reviewed to validate their
appropriate classification. Given these vendors’ applications have characteristics of hosted
solutions and could possibly be characterized as such, we requested the IT Security Department
review these applications in the near term. If a review of these systems finds them to in fact be
hosted, then this would also put VRS out of compliance with the VRS Cloud Services Information
Security Standard.

To allow the VRS IT Department to perform their responsibilities and complete any associated
reviews prior to the completion of a contract, the Investment Department must communicate
with IT timely whenever they are planning to enter into a new, renewed or renegotiated contract
to obtain additional services or products with an existing vendor.

To support such communications, in March 2019, in response to a recommendation in Audit
Report #417, which found the Investment Department did not receive IT approval prior to
renewing a contract for a vendor’s application, the VRS IT Department established a SharePoint
site through which all IT acquisition requests could be initiated. This site walks contract
administrators and associated departments through IT’s involvement in the acquisition process
to ensure VRS stays aligned with all applicable standards concerning technology-related
acquisitions including, but not limited to third party service partners, hardware or software
purchases and upgrades, licenses and any use of VRS data. While IT has completed 27 such
reviews for the Investment Department through this site, and Investments recently submitted
another six for review, this process was not followed for these vendors. To ensure all IT policies
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and procedures are consistently applied throughout the Investment Department and IT-related
risks resulting from third party relationships are appropriately understood and mitigated, the
Investment Department should enhance their process to support compliance with the VRS IT
Procurement Policy and related procedures in regard to all IT-related acquisitions.

MANAGEMENT EXIT CONFERENCE

This report was distributed to Ms. Bishop, Mr. Schmitz and other members of VRS' management
and staff for review and comment. They expressed substantial agreement with this report and
will issue a written response to the recommendation contained in this report.
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To:

Jennifer P. Bell Schreck, Internal Audit Director

From; Patricia S. Bishop, Director 6@

Ronald D. Schmitz, CIO
Any

Date: September 21, 2020
Subject: Management’s Response to Internal Audit Report No. 430 — “Investment
Research”

We reviewed the above captioned Internal Audit Report on “Investment Research.” We appreciate the
Internal Auditor’s analysis and comments regarding the application controls developed around the
Investment Research area, including compliance with applicable information technology security
standards. We also appreciate the thorough background provided in the report as well as the
professionalism and cooperation exhibited by internal audit staff.

The Audit Report identified one recommendation that requires follow-up. Below is the recommendation
and management’s response.

1.

Enhance the Investment Department’s Communication and Reporting of IT-Related Acquisition
Activity to the IT Department

Effective June 1, 2017, Commonwealth agencies were required to become compliant with the
Virginia Information Technologies Agency’s (VITA) new Security Standard referred to as SEC525
Hosted Environment Information Security Standard. This standard regulates the acquisition and
ongoing use of cloud computing services.

During 2017, VRS responded appropriately to the new standard by accepting and incorporating it
into the new VRS Cloud Services Information Security Standard which laid out VRS’ approach and
related procedures. Within its initial version of the standard, VRS defined Saa$S systems applicability
“to all new and renegotiated contracts or RFPs” and further stated that “Prior to procuring,
renewing, signing or otherwise engaging with a third-party cloud service, including all RFPs, all
contracts must receive written approval from Technology Services Security...”.

Effective July 23, 2018, VRS established a more robust policy regarding IT acquisitions referred to as
the VRS Technology Procurement Policy. This policy states, “All acquisitions of IT-related goods and
services require a security review and the pre-approval of the Chief Technology and Security Officer
or his/her designee....The purchaser/contract administrator is responsible for ensuring compliance
with any usage limitations and security requirements throughout the life of the item or contract.”

During our review, we noted two vendors from whom the VRS Investment Department had acquired
six additional services or products after the VRS Technology Procurement Policy went into effect on
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July 23, 2018. The owner of the related Investment data (contract administrator) was unable to
provide support of IT approval being received prior to finalizing the acquisition of these new services
or products rendering the VRS Investment Department and these contracts out of compliance with
the VRS IT Procurement Policy.

Further, per discussion with the IT Security Department, we found these vendors were not
previously identified as hosted nor were the systems’ requirements reviewed to validate their
appropriate classification. Given these vendors’ applications have characteristics of hosted solutions
and could possibly be characterized as such, we requested the IT Security Department review these
applications in the near term. If a review of these systems finds them to in fact be hosted, then this
would also put VRS out of compliance with the VRS Cloud Services Information Security Standard.

To allow the VRS IT Department to perform their responsibilities and complete any associated
reviews prior to the completion of a contract, the Investment Department must communicate with IT
timely whenever they are planning to enter into a new, renewed or renegotiated contract to obtain
additional services or products with an existing vendor.

To support such communications, in March 2019, in response to a recommendation in Audit Report
#417, which found the Investment Department did not receive IT approval prior to renewing a
contract for a vendor’s application, the VRS IT Department established a SharePoint site through
which all IT acquisition requests could be initiated. This site walks contract administrators and
associated departments through IT’s involvement in the acquisition process to ensure VRS stays
aligned with all applicable standards concerning technology-related acquisitions including, but not
limited to third party service partners, hardware or software purchases and upgrades, licenses and
any use of VRS data. While IT has completed 27 such reviews for the Investment Department
through this site, and Investments recently submitted another six for review, this process was not
followed for these vendors. To ensure all IT policies and procedures are consistently applied
throughout the Investment Department and IT related risks resulting from third party relationships
are appropriately understood and mitigated, the Investment Department should enhance their
process to support compliance with the VRS IT Procurement Policy and related procedures in regard
to all IT related acquisitions.

Management’s Response: We agree that it is very important for the VRS IT policies and procedures to be
consistently applied in order to help mitigate the risks to the VRS systems. Since the time of the
exception noted in Audit Report #417, the Investment Department and the IT Department have
continued working together to institute procedures to help ensure appropriate IT-related approvals are
received prior to technology-related acquisitions.

Clearly, the Investment Department’s intention is to adhere to the VITA and VRS IT policies as evidenced
by the use of the SharePoint site established by VRS IT. However, the Investment Department’s
misinterpretation of the VRS IT Policy pertaining to additional acquisitions governed by longstanding,
existing contracts, and which were not a renegotiation of the entire contract, led to the exceptions noted
in the current audit report.

Given the Investment Department’s confusion over the applicability and interpretation of the VRS IT

Policy, the Investment Department and IT are working together to further clarify and refine the processes
associated with the policy. Based on these discussions, and the additional understanding of the policy
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requirements, the Investment Department will continue to enhance its process and control points. We
anticipate having this process completed by June 30, 2021.
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Virginia INTERNAL AUDIT

Retirement
System Report No. 431

s

Line of Duty Act (LODA)

July 1, 2019 through December 31, 2019

THIS REPORT IS INTENDED SOLELY FOR THE USE OF THE VRS BOARD OF TRUSTEES AND THE MANAGEMENT OF VRS AND IS NOT INTENDED FOR OTHER PURPOSES.
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TRANSMITTAL LETTER

Virginia
81 July 31, 2020

Retirement
System

Dear Members of the Audit and Compliance Committee,

We have completed audit number 431, “Line of Duty Act (LODA).” The main purpose of our audit
was to determine whether LODA is administered in compliance with the Code of Virginia and to
review its processes to ensure they support proper administration of the program.

We conducted our audit in accordance with the International Standards for the Professional
Practice of Internal Auditing. These standards require that we plan and perform the audit to
obtain sufficient and appropriate evidence to provide a reasonable basis for the conclusions
based upon our audit objectives. We believe the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.

This report was distributed to the VRS Director and members of management for review and
comment. As our review did not result in a written recommendation, management did not

provide a written response but expressed substantial agreement with our report.

We appreciate the cooperation and assistance of the LODA team and others associated with the
process throughout this audit.

Respectfully Submitted,

W?w%k

Jennifer P. Bell Schreck, CPA, CISA, PMP
Audit Director
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EXECUTIVE SUMMARY

We conducted an examination of the Line of Duty Act (LODA) program administered by VRS for the
period July 1, 2019 through December 31, 2019. Our review determined that:

e The LODA program is administered in compliance with the Code of Virginia;

e The manual processes supporting administration of the program are working as
intended; and

e The various processes supporting non-participating employers are performed
accurately, timely and are complete.

VRS took over administration of the LODA program on July 1, 2017 from the Department of
Accounts (DOA). The Department of Human Resource Management (DHRM) handles
administration of the health insurance component of the plan. VRS handles administration of the
remainder of the program, including determination of eligibility for benefits. The Virginia State
Police (VSP) performs investigations to assist VRS in the determination of eligibility for benefits,
where applicable. VRS uses an independent medical board to review the medical information
submitted with LODA claims. The VRS Medical Review Board is comprised of physicians and other
healthcare professionals.

Upon taking on responsibility for administration of the program, management developed robust
manual processes with checks and balances to manage this benefit and should be commended
for their efforts.

There are no written recommendations resulting from our review; however, we communicated to
management certain opportunities for minor enhancements to their processes.

SNAPSHOT

For the period of July 1 through
December 31, 2019,
the LODA Program paid
approximately $6.3 million in
health insurance reimbursement
and death claim benefits.

Program Expenses

% of

Expense Amount  Total
Medicare HI $ 335970 5.4%
DHRM HI 5,722,605 91.3%
Employee HI 85,238 1.4%
Death Claims 125,000 2.0%

Total $6,268,813  100%

AUDIT ASSESSMENT
Overall, the LODA Program is
administered in accordance with
the Code of Virginia, manual
processes supporting
administration of the program are
working as intended, and
processes supporting non-
participating employers are
accurate, timely and complete.

Written Recommendations: 0
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Customer Services
Director

Chief Customer Programs
Officer

Line of Duty Act
Coordinator

Line of Duty Act
Team

BACKGROUND

INTRODUCTION

While the Virginia Line of Duty Act (LODA) program has been in place since 1972, VRS took over
program administration responsibilities from the Department of Accounts (DOA) on July 1, 2017.
The LODA program, administered by VRS’ Line of Duty Act Coordinator, provides benefits for
survivors of individuals killed or disabled in the line of duty, which consists of a one-time death
benefit payment to surviving beneficiaries and premium-free health insurance coverage for
eligible family members and disabled individuals. These benefits are available to employees and
volunteers in covered positions.

There are two types of employers, participating and non-participating employers. Participating
employers pay VRS a yearly contribution. VRS in turn issues benefit payments on behalf of
participating employers from the LODA Fund. Non-participating employers do not make
contributions to the LODA Fund and are responsible for paying LODA benefits to their qualifying
employees.

VRS makes eligibility determinations for all eligible individuals who are disabled or killed in the
line of duty. Non-participating employers are assessed a fee by VRS for each eligibility
determination, along with a Virginia State Police (VSP) investigation fee, if applicable.
Participating employers do not pay either of these fees as they are part of the annual premium.
VSP bills VRS for investigations completed for participating employer claims. The fees are paid by
VRS from the LODA Fund.

The Department of Human Resource Management (DHRM) administers the LODA Health Benefits
Plans for approved claims of eligible disabled individuals; their eligible family members; and the
eligible family members of deceased individuals regardless of whether the employer is a
participating or non-participating employer.

There is a statute of limitations for LODA claimants to file for benefits. All claims must be

submitted within five years after the death or onset of disability, otherwise the claimant will not
be eligible for coverage.
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ELIGIBILITY
Eligible Positions

An employee or volunteer must serve in an eligible position, as defined by the Code of Virginia
§9.1-400, with a state or local government in Virginia to be considered for LODA benefits.

LODA Eligible Positions

Law-enforcement officer of the Commonwealth or any of its political subdivisions

Correctional officer as defined in § 53.1-1

Jail officer

Regional jail or jail farm superintendent

City of Richmond Sheriff, Deputy Sheriff, or City Sergeant or Deputy City Sergeant

Police chaplain

Conservation officer of the Department of Conservation and Recreation commissioned pursuant to §
10.1-115

Full-time sworn member of the enforcement division of the Department of Motor Vehicles appointed
pursuant to § 46.2-217

Commissioned forest warden appointed under the provisions of § 10.1-1135

Member or employee of the Virginia Marine Resources Commission granted the power of arrest
pursuant to § 28.2-900

Department of Emergency Management hazardous materials officer

Regular or special conservation police officer who receives compensation from a county, city or town
or from the Commonwealth appointed pursuant to the provisions of Code of Virginia § 29.1-200
Employee of any county, city or town performing official emergency management or emergency
services duties in cooperation with the Department of Emergency Management, when those duties are
related to a major disaster or emergency, as defined in § 44-146.16, that has been or is later declared
to exist under the authority of the Governor in accordance with § 44-146.28 or a local emergency, as
defined in § 44-146.16, declared by a local governing body

Non-firefighter regional hazardous materials emergency response team member

Member of any fire company or department or emergency medical services agency that has been
recognized by an ordinance or a resolution of the governing body of any county, city or town of the
Commonwealth as an integral part of the official safety program of the county, city or town

Member of any fire company providing fire protection services for Virginia National Guard facilities
Member of the Virginia National Guard or the Virginia Defense Force while the member is serving in
the Virginia National Guard or the Virginia Defense Force on official state duty or federal duty under
Title 32 of the United States Code
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Further, volunteers only are covered for LODA benefits, only if the county, city or town they serve
ORDER OF PRECEDENCE has recognized Py ordinance or resoIth.lon that the volunteers, such as flre fighters and EMS
workers, are an integral part of the official safety program of the county, city or town.
Generally, if there is no will, the

death benefit is made according to Eligible Claim Types

the order of precedence:

First, to the LODA-eligible
individual’s spouse;

If no spouse, to the LODA-
eligible individual’s children
and their descendants;

If none of the above, to the
LODA-eligible individual’s
parents equally, or to the
surviving parent;

If none of the above, to the
LODA-eligible individual’s
brothers and sisters and
their descendants;

If none of the above, to the
LODA-eligible individual’s
maternal and paternal
next of kin as provided by
law; and

If none of the above, to the
family of the LODA-eligible
individual’s most recent
spouse, provided that the
individual and the most
recent spouse were
married at the time of the
most recent spouse’s death.

Eligible death or disability claims must occur in the line of duty as the direct or proximate result
of performance of duty, including presumptions as applicable (respiratory diseases,
hypertension, infectious diseases, certain cancers and heart disease).

Consequently, there are two categories of claims received and managed under the LODA
program, death or disability. In both categories there are line of duty or presumption claims.

In the Line of Duty
(i.e. Firefighter dies
while fighting a fire)

In the Line of Duty
(i.e. Firefighter is disabled
while fighting a fire)

Presumption
(i.e. State Trooper suffers
a heart attack while working or
on his day off and dies)

Presumption
(i.e. State Trooper suffers
a disabiling heart attack while
working or on his day off)

BENEFITS
Death Benefits

The death benefit under LODA is a one-time payment, which is available if the death was
determined to be in the line of duty or allowed presumption in the line of duty. The beneficiary
is determined by the will, or if no will exists, by order of precedence as provided in the Code of
Virginia.
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RELATED DEATH BENEFITS

Eligible surviving family members
may be entitled to other VRS
administered benefits available
under the Group Life Insurance
Program, including, if applicable,
certain benefits arising as a result
of a member dying from a felonious
assault by someone other than a
family member.

OTHER BENEFITS

Further, there are other benefits
available to LODA claimants not
administered by VRS, such as a
the Public Safety Officers Benefits

program’s college tuition benefit,

personal property tax exemption
and certain federal benefits. VRS
does not monitor or provide
support for these benefits,
however, if inquiries are received
about the non-VRS administered
benefits, the LODA team directs
the applicants to available
resources.

LODA death benefit payments are:

e $100,000 if death occurs in the Line of Duty; or

e $25,000 for a presumptive death (cancer, heart issues, etc. associated with the job).

Health Insurance Benefits

Disabled individuals and eligible surviving family members may continue health plan coverage

through the LODA Health Benefits Plans.

Under the Code of Virginia, effective July 1, 2017, health
insurance is provided to the eligible recipients until the
approved applicant reaches Medicare age (65) where the
disability or date of death is after July 1, 2017. However, if
the date of disability is prior to July 1, 2017, health
insurance continues beyond age 65.

DHRM administers the LODA Health Benefits Plans. DHRM
conducts their own review for eligibility and handles the
enrollment of the LODA approved individual and family
members. DHRM monitors age and earned income (which,
at a certain level will disqualify the individual for LODA
health insurance benefits) to ensure individuals still qualify
for the benefit. Documents and information in the VRS case
record are available to DHRM by request, if needed for
health benefit administration.

Retroactive Health
Insurance Premium
Reimbursement

Individuals approved for LODA
benefits are entitled to
reimbursement of premiums
paid out of pocket if not eligible
for employer subsidized
insurance while waiting for
approval of the benefit.
This is paid directly by VRS to
claimants of participating
employers and paid directly by
the employer for non-
participating employers.

PROCESSING THE APPLICATION

Claim Determination Process

VRS receives LODA claim applications either directly from the individual claimant or indirectly
through their employer. VRS scans the application and the LODA Coordinator manually logs the
case and assigns it for review. A preliminary checklist is completed, providing an initial
assessment of eligibility and identification of information needed to process the claim.
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STATUTE OF LIMITATIONS
TO APPLY

A claimant may apply within
five years of the last day worked
in the LODA covered position or
within five years of retirement
(presumptive death cases) from the
LODA covered position, as
applicable.

APPEALING OF
CLAIM FILING DENIALS

Claims that do not meet the

requirements to file (ex. out of

statute) have a 30 day appeal
opportunity.

Weekly, the LODA team meets to review and provide status updates on the active applications.
At the team meeting, a written case summary is discussed. If the individual is determined
ineligible, VRS contacts the individual, notifying them of the decision. The person has a right to
appeal this decision. For cases deemed eligible to proceed, VRS notifies the employer in a claim
acknowledgement letter that they may contribute information that will assist in reviewing the
claim.

Once deemed eligible for processing, death claims are referred to the VSP for investigation to
determine the facts and circumstances of the case. Staff may refer disability claims to VSP, as
applicable. In particular VSP verifies divorces and marriage, as well as birth information for the
children. VSP also confirms whether a will exists and provides assistance in getting medical
documentation related to the disability or death, as needed. They provide a written summary of
the injury or death of the LODA covered individual based on interviews of witnesses, co-workers
and supervisors.

Once the investigation is complete, VSP sends the summary report to VRS. LODA staff review the
report and present it for discussion in the weekly LODA meeting. The VSP summary investigation
is included with the claim information that is sent to the Medical Review Board. The Medical
Review Board reviews LODA medical claim information and documents for both disability and
death claims. The Medical Review Board will review the claim documents and provide a written
report of their approval or denial recommendation. Once the Medical Review Board report is
received by VRS, the claim is reviewed by the LODA team and either approved or denied. VRS
then contacts the applicant and the employer to notify of the determination.

Claim Approvals

If the LODA benefit is approved, VRS will mail the letter of approval to the eligible individual or
surviving family members. For approved death benefit claims, the death benefit payment is then
processed.

Upon approval, information is sent to DHRM to notify them of the LODA claimant’s approval. VRS
includes the LODA approval letter, LODA claim form, date of death (as applicable), employer form
and list of qualified dependents in the notification to DHRM. This will aid DHRM in their
administration of the health benefit. DHRM will then send the LODA Health Benefits Plans
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enrollment form, which they review to determine enroliment eligibility initiating the process of
accessing the health insurance benefit.

Claim Denials

As noted above, if the LODA benefit is denied, the claimant is notified. They have the right to
appeal the decision. The employer is also notified that the claim is denied and that there is the
opportunity to appeal. Claimants have 90 days to appeal the first denial for all claims that are
reviewed and ruled on by the VRS Medical Board and VRS. Two appeal paths are possible
depending on whether additional medical information is provided or not.

Appeal with Additional Medical Appeal without Additional
Information Medical Information
- L 3
Claim sent back to Medical Review Board lhicicass i.s s (9 th-e Ui
Compliance team for review
!

If Medical Review Board again
recommends denial, the claimant has a
second 30 day appeal window

If a second appeal is filed, the case is
transferred to the VRS' Compliance team
for review

Claim Renewal Determinations (Recalls)

A recall of LODA benefits, which necessitates a renewal determination, occurs when there is
cause to reconsider a claimant’s continued eligibility for benefits. Since acquiring responsibility
for administration of the LODA program, only two cases have been recalled for renewal
determination. Both were the result of notification by an outside source (a citizen and an
employer) that the individual may no longer be eligible. When this occurs, the claimant must
provide requested information to VRS and/or the Medical Review Board to determine continued
eligibility.

Line of Duty Act (LODA) Pg. 9 of 18

Master Page # 58 of 186 - Audit and Compliance Committee Meeting 9/29/2020



BENEFIT RELATED EXPENSES

Retroactive Health Insurance Premium Reimbursement

Once approved, VRS reimburses claimants from participating employers for any eligible health
insurance coverage they may have paid for while waiting for LODA benefits approval and
enrollment in the LODA Health Benefits Plans. Health Care coverage reimbursement is available
after eligibility for the employer subsidized coverage ends. Qualified individuals who were
employed by non-participating employers receive their reimbursement from their former
employer. If the individual is a retiree and entitled to a Health Insurance Credit (HIC), the HIC is
deducted from the reimbursement and payment of the HIC is stopped. HIC is also discontinued
for eligible spouses who are receiving a HIC and are covered under the LODA Health Benefits
Plans.

DHRM Reimbursements

Monthly Health Insurance Premium

DHRM bills VRS monthly for reimbursement of the LODA Health Insurance Premiums paid on
behalf of eligible individuals. This bill is for reimbursement of premiums of individuals who were
employed by participating employers. (Non-participating employers are billed directly by DHRM
for premium reimbursement.) The fiscal year 2018, 2019 and 2020 premiums are reflected in the
following chart.

FY 2018 and FY 2019 FY 2020
Plan Type Premium Rate Premium Rate

Former LODA Employment

Single S 991 S 952

Dual $ 1,667 $ 1,602

Family $ 2,350 $ 2,258

Single S 958 S 922

Dual $1,635 $1,572

Family $2,318 $2,232
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Quarterly Billing for Medicare Supplement Reimbursement

DHRM bills VRS quarterly for Medicare supplements related to LODA members covered by
participating employers. The Medicare Premium is reflected below:

Medicare Supplement Premium Rate

Calendar Year Calendar Year Calendar Year

Plan Type 2018 2019 2020
Single S 371 S 262 $283

ADMINISTRATIVE EXPENSES

In addition to personnel and organizational overhead costs, VRS reimburses VSP for the cost of
the investigations they perform to support the LODA eligibility determination decision.

The VSP sends VRS an invoice for participating employers’ investigations. (Non-participating
employers are billed directly by VSP.) The billed amount is dependent on the amount of work
performed to substantiate eligibility and the timing of the billing is dependent on the conclusion
of the investigation.

PROGRAM REVENUES

LODA benefit and administrative expenses are funded through two revenue sources,
participating employer contributions and non-participating employer administrative fees.

Participating Employer Contributions

Contribution Rate
LODA rates are set every two years by VRS’ actuary. The calculation is a per person calculation:

LODA Rate x Eligible Number of Persons = Amount Due
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EMPLOYER “OPT-OUT”
OPTION

All state employers
participate in the LODA fund.

Originally, there was an
“opt-out” option for non-state
employers. The non-state
employers had the ability to make
an election on or before July 1,
2012 to directly fund the cost
of LODA benefits and not
participate in the fund.

Today, all new employers are
automatically designated as
participating employers, there is
no longer an opt-out option.

The current LODA Premiums are reflected below.

FY 2021-2022
(Effective July 1, 2020)

Employer Contribution FY 2019-2020
Rate Per Paid Full-Time or

Part-Time Employee* $705.77 $717.31

*Volunteer positions are billed at 25% of the FTE rate; part-time National Guard positions are billed at
10% of FTE rate

Contribution Billing Process

Annually VRS verifies the participating employer’s roster of LODA eligible employees. At the
beginning of April, General Accounting sends the prior year's roster for each participating
employer to be updated. General Accounting also determines whether there are any new
employers that are participating in the LODA program. If so, they receive a blank roster to
complete and return.

In June, as rosters are returned, invoices are created to bill the employers. Invoices are sent out
at the beginning of July and payment is due one month from receipt. A receivable is created for
all employers. General Accounting provides a combined copy of all rosters to the VRS Actuary
which is used to assist in premiums development.

VRS receives participating employer payments via checks and EDI. Checks are deposited by
Financial Control, and Accounts Receivable creates a journal entry, relieving the receivable. EDI
payments require more attention as they come in with other benefit contribution types. General
Accounting must determine the LODA contribution amount and employer and create a journal
entry for that specific payment. While allowed by the Code of Virginia, penalties are not charged
for late payments, except in the most severe circumstances.

Non-Participating Employer Administrative Fees

Administrative Processing Fee

VRS charges a flat fee to non-participating employers for the LODA claim benefits eligibility
determination process. Employers are billed per case processed, whether the claim is approved
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or denied. The “per claim” fee is $3,750; however, if the case is denied during the initial
preliminary review the fee is $250.

Billing Process

Non-participating employers are billed quarterly for fees incurred for finalized claims, with a 30
day due date. Billing is tracked on a manual spreadsheet, maintained by the LODA Coordinator.
This spreadsheet is shared between the LODA Coordinator and general accountant who records
payments as received. Typically non-participating employers make payment via check.

SCOPE AND METHODOLOGY

The primary purposes of our examination were to:

e Determine whether the administration of the LODA Program is in compliance with the
Code of Virginia;

e Ensure manual processes are working as intended and support administration of the

program; and

UNDERSTANDING LODA

e Ensure that processes for non-participating employers are performed accurately, timely

) and are complete.
Section 9.1-400 of the Code of

Virginia was reviewed to gain an

understanding of the rules GENERAL ASSESSMENT AND UNDERSTANDING
surrounding LODA.

We obtained a general understanding of LODA as well as the internal controls surrounding the

Internally developed policies program by meeting with key individuals from each area involved in the process and reviewing
and procedures were reviewed, relevant documents.
as well as the LODA
Participant Guide and COMPLIANCE WITH THE CODE OF VIRGINIA

the LODA web page (located at
VALODA.org) to further our
understanding of the
complexities of the program.

Based on the understanding of the relevant sections of the Code of Virginia, LODA case eligibility
was reviewed for all claims received during the audit period. Beneficiary payments were assessed
for accuracy, proper distribution and timeliness of payment. The LODA Trust Fund was evaluated to
determine whether the fund was used exclusively for appropriate and approved LODA benefits,

including reimbursement to DHRM for insurance and Medicare premiums.
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SYSTEM ACCESS

The LODA Coordinator’s VNAV
access was assessed to ensure it
was limited to those roles needed
to perform the job duties,
supporting the policy of Least
Privilege.

Policies and procedures were examined for adequacy and LODA Employer Educational Materials
were appraised for sufficiency. LODA renewal determinations (recalls) were reviewed over the audit
period to evaluate whether the process was sufficient and within the confines of the Code of
Virginia.

LODA PLAN ADMINISTRATION

As the LODA program has not yet been incorporated into VNAV as of the date of the audit, the plan
is administered through manual processes developed by the VRS LODA team. The LODA Tracking
Spreadsheet was appraised for reasonableness and completeness and to ensure its location was
secure and limited to those with a business purpose. Further, a sample of participating employers
were selected and their 2020 yearly billing for participation in the LODA program was evaluated to
determine whether billing was accurate, timely and properly recorded.

Retroactive health insurance premium reimbursement was reviewed for all applicable claimants
during the audit period to determine if reimbursements were timely, properly supported and
approved and payment was properly recorded. A sample of health insurance premium payments to
DHRM for regular insurance and Medicare coverage paid on behalf of LODA claimants were
examined to ensure they were properly reviewed and approved prior to payment, paid timely,
properly supported and payment was properly recorded.

VSP Investigation invoices for the audit period were evaluated for proper support, timeliness of
payment, proper approval of the invoice and that payment was properly recorded. A more in-depth
review of claimant eligibility was performed on a sample of claimants during the audit period to
determine whether the LODA Tracking Spreadsheet was complete, accurate and supporting
documentation validated the approval of the claim.

All LODA Death Benefit payments were reviewed for the audit period to establish proper approval,
timeliness and support of payment and that the payment was properly recorded.
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NON-PARTICIPATING EMPLOYER PROCESSES

Non-participating employer processes were evaluated to determine whether the proper
administrative fees were assessed and billed in the subsequent quarter. Bills were reviewed for
accuracy, were properly recorded on the manual spreadsheet maintained for billing purposes and
that VRS notified claimants of the decision within 45 days of receiving all necessary information for
determining eligibility of the claim.

CONCLUSIONS

GENERAL ASSESSMENT AND UNDERSTANDING

Overall the processes and procedures used to administer the LODA program are done within the
confines of the Code of Virginia. Further, management has established appropriate processes,
sufficient internal controls and appropriate segregation of duties to ensure the accuracy and
integrity of administration of the benefits.

COMPLIANCE WITH THE CODE OF VIRGINIA

Evaluation of LODA case eligibility found that eligibility was appropriately and accurately
determined for all claims received during the audit period. Beneficiary payments reviewed were
accurate, properly distributed and timely. The LODA Trust Fund was used exclusively for approved
LODA benefits and insurance premium reimbursements.

Policies and procedures were well documented and appropriate, and LODA Employer Educational
Materials were sufficient to ensure employer understanding of the program. LODA renewal
determinations were found to be handled appropriately and within the confines of the Code of
Virginia.

LODA PLAN ADMINISTRATION

Evaluation of the LODA Tracking Spreadsheet found the information recorded was generally
complete, appropriately secured and sufficient to administer the program successfully.
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Testing of participating employer billing found invoices were accurate, timely and properly coded in
MUNIS. We did note during testwork, however, that entries for receivables and cash receipts related
to employer billing were not entered into the general ledger timely. This information was shared
with management for their consideration to develop alternative procedures to improve the
timeliness of recording receivables, which in turn would support more efficient processing of
employer payments.

Review of retroactive health insurance premium reimbursements found they were timely,
properly supported and approved and payment was properly coded in MUNIS. Further, examination
of the sample of Health Insurance Reimbursements to DHRM found they were properly reviewed,
approved, timely paid, properly supported and properly recorded.

A more in-depth review of claimant eligibility was performed on a sample of claimants during the
audit period and found that, overall, the LODA Tracking Spreadsheet was complete, accurate and
supporting documentation validated the approval of the claim. Additionally, LODA Death Benefit
payments reviewed found they were properly approved, supported, paid timely and properly
recorded.

Examination of VSP investigation invoices found they were properly supported, approved, timely
paid and properly recorded. During review of these invoices, an opportunity to enhance the
management of VRS' relationship with VSP through a Memorandum of Understanding to capture
items which fall outside the normal processing expectations was shared with management.

NON-PARTICIPATING EMPLOYER PROCESSES

Evaluation of non-participating employer processes found that employers were assessed the proper
administrative fee for investigations and were properly billed the following quarter. Bills were
accurate and properly recorded on the manual spreadsheet maintained for billing purposes, and
claimants were notified of their eligibility determination within 45 days of VRS receiving all necessary
information needed to make a decision.
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FOLLOW-UP ON PRIOR REPORTS

This is the first review of the LODA program. As a result, there were no outstanding audit
recommendations to consider.

RECOMMENDATIONS
We have no written recommendations to offer as a result of our review.
MANAGEMENT EXIT CONFERENCE

This report was distributed to Ms. Bishop and other members of VRS' management and staff for
review and comment. They expressed substantial agreement with this report.

As there are no written recommendations, a written response from management is not required.
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REPORT DISTRIBUTION

Submitted to the Audit and Compliance Committee at its meeting held
September 29, 2020.

MEMBERS OF THE AUDIT AND COMPLIANCE COMMITTEE

Joseph W. Montgomery, Committee Chair
W. Brett Hayes
O’Kelly E. McWilliams, IIl, Board Chair

WITH COPIES TO:

OTHER MEMBERS OF THE VRS EXECUTIVE LEADERSHIP
J. Brandon Bell, Il Ronald D. Schmitz
Michael P. Disharoon Members of the Director’s
William A. Garrett Executive Committee
Susan T. Gooden
Wallace G. Harris AUDITOR OF PUBLIC ACCOUNTS
Troilen G. Seward Martha S. Mavredes
JLARC
Kimberly A. Sarte
Jamie Bitz

PRINCIPAL AUDITOR IN-CHARGE
Judy S. Bolt, CPA, CIA, CISA, CFE

SUPERVISING AUDITOR

Kristy M. Scott, CPA, CIA, CISA
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Virginia INTERNAL AUDIT

Retirement
System Report No. 432

s

Multi-Asset Public Strategies
Program

As of November 1, 2019

THIS REPORT IS INTENDED SOLELY FOR THE USE OF THE VRS BOARD OF TRUSTEES AND THE MANAGEMENT OF VRS AND IS NOT INTENDED FOR OTHER PURPOSES.
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System

Dear Members of the Audit and Compliance Committee,

We have completed audit number 432, “Multi-Asset Public Strategies Program.” The main
purpose of our audit was to ensure due diligence and monitoring activities are adequate and
align with the applicable Investment Policy Statements.

We conducted our audit in accordance with the International Standards for the Professional
Practice of Internal Auditing. These standards require that we plan and perform the audit to
obtain sufficient and appropriate evidence to provide a reasonable basis for the conclusions
based upon our audit objectives. We believe the evidence obtained provides a reasonable basis
for our findings and conclusions based on our audit objectives.

This report was distributed to the Chief Investment Officer and members of management for
review and comment. As our review did not result in a written recommendation, management

did not provide a written response but expressed substantial agreement with our report.

We appreciate the cooperation and assistance of the Investment Department throughout this
audit.

Respectfully Submitted,

W?Eu%k

Jennifer P. Bell Schreck, CPA, CISA, PMP
Audit Director
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EXECUTIVE SUMMARY

We have conducted an examination of the Multi-Asset Public Strategies (MAPS) Program within
the VRS’ Investment Department as of November 1, 2019. Our review determined:

e Management’s administration of the program complies with the applicable
Investment Policy Statements;

e Sufficient and appropriate due diligence and monitoring activities are occurring; and,

e MAPS accounting transactions are accurate, reconciled and timely recorded by the
Bank of New York Mellon (BNYM).

The MAPS Program is one component of the Portfolio Intelligence Team, the other being
Investment Research. Given the distinct nature of each component, this report will solely focus
on the MAPS Program, and a separate concurrent report will cover the activities and controls
surrounding Investment Research.

Additionally, this review did not include an evaluation of the external manager fees related to
the MAPS Program, as the controls surrounding investment fees were addressed in a separate

recently completed examination.

There are no written recommendations resulting from this review.

Note: In early 2020, after commencing our examination, a reorganization occurred within the VRS
Investment Department, renaming the Portfolio Intelligence Team to the Portfolio Solutions Group

(PSG). Therefore, after a brief introduction, we will refer to the MAPS Program as part of PSG
throughout the remainder of the report.

SNAPSHOT

The total value of the Multi-Asset
Public Strategies Program as of
November 1, 2019 was $2.2
billion, representing 2.7%
of the Total Fund.

MAPS Value
vs. Total Fund Value

!

AUDIT ASSESSMENT

Adequate oversight and
monitoring controls exist over
the MAPS Program.

Weritten Recommendations: 0
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MULTI-ASSET PUBLIC
STRATEGIES PROGRAM (MAPS)

Dynamic
Strategies
- Risk-Based
Investments

As of November 1, 2019, the
Dynamic Strategies Investment
Portfolio made up $1 billion and

the Risk-Based Investments
Portfolio made up $1.2 billion of

the Program’s $2.2 billion in value.

BACKGROUND

INTRODUCTION

The value of the Multi-Asset Public Strategies (MAPS) Program as of November 1, 2019 was $2.2
billion, or 2.7% of the total fund. At the time of our review, the MAPS Program policy target was
3%, with an allowable range between 2% and 4% of the total fund. However, the long-term policy
target for the MAPS Program is projected to increase to 6% with an allowable range between 3%
and 9%, as stipulated in the Defined Benefit Plan Strategic Asset Allocation phase-in plan. Since
inception on July 1, 2018, the MAPS Program has generated a net time-weighted return of 2.4%,
annualized.

The MAPS Program has two sub-components, Dynamic Strategies (DStrat) and Risk-Based
Investments (RBI). When we initiated this review, the Directors for each of these portfolios
reported to the Managing Director of the Portfolio Intelligence Team. In addition to the MAPS
Program, the Investment Research Director reports to the Managing Director of the Portfolio
Intelligence Team. The diagram below illustrates the Portfolio Intelligence Team structure.

Chief Investment Officer
(Cl0)
I

Portfolio Intelligence Team

Investment
Research

Risk
Management
Team

Portfolio
Strategy Team

Risk-Based Dynamic
Investments Strategies
(RBI) (DStrat)
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REORGANIZED PROGRAM
STRUCTURE

Portfolio Solutions Group

PROGRAM HISTORY

The MAPS Program launched in July 2018 to explore strategies that are not yet mainstream in
the pension community. An important feature of both DStrat and RBI is mind-share, or actionable
knowledge transfer, for which the total trust fund benefits.

The Portfolio Strategy Team manages the DStrat portfolio, and the Risk Management team
manages the RBI portfolio. Both portfolios utilize external managers to gain exposure for their
respective objectives. However, DStrat aims to emulate the public portion of the VRS portfolio
and provide diversified excess returns, while RBI’s goal is to provide diversified absolute returns
to the total fund.

Program Reorganization

In early 2020, after commencing our examination, a reorganization occurred within the VRS
Investment Department which renamed the former Portfolio Intelligence Team to the Portfolio
Solutions Group (PSG). The overarching goal of the newly created PSG is to provide investment
solutions for each VRS Investment Program and for VRS as a whole. The reorganization changed
the team name to capture this goal and also added the Portfolio Integration group, which reports
directly to the Portfolio Solutions Group Team Managing Director.

Therefore, PSG is now comprised of four groups: Investment Research, Portfolio Strategy, Risk
Management and Portfolio Integration. The Investment Research group continues to include the
Investment Decision Support (IDS) team, and the existing Portfolio Strategy and Risk
Management teams remain part of the Multi-Asset Public Strategies Program.

The newly created Portfolio Integration team is currently comprised of one member who was the
former Program Director of the Internal Equity Management team. In this new position, he has
been tasked with assisting the other PSG teams on research and strategy implementation.

THE DEPARTMENTS UNDER REVIEW

Risk Management

The Risk Management team is responsible for leading the research, development and
maintenance of a complex quantitative system which provides estimates for a full range of
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MAPS INVESTMENT
ACCOUNTS

The diagram below illustrates the
managers and accounts that
comprised the MAPS Program as
of our audit period. VRS may invest
in one or more accounts with each
external manager.

Risk-Based

Investments
Portfolio

AQR Capital
— Management Blackrock

(2)

| | Bridgewater JP Morgan
Associates (2) Chase

Capstone
Investment
Advisors

Morgan
Stanley

|

VRS Risk
— Hedge
(Internal)

information for individual investment programs. The team analyzes risk from the Fund
perspective and collaborates with Program Directors on quantitative work, such as modeling risk
and return or running scenario analyses. Other responsibilities include reporting trends and
summarizing views based on macroeconomic indicators.

Risk-Based Investments (RBI) Portfolio

The Risk Management team is also the primary manager of the RBI Portfolio which is intended to
provide diversification to the main risks facing the Fund. They are responsible for all aspects of
the program including due diligence, monitoring and making investment recommendations. The
RBI Portfolio is comprised of both internally and externally managed accounts. Presently, the
Fixed Income Team manages the one internal account and three separate external managers
oversee the remaining accounts.

The main goal of the RBI portfolio is to diversify a significant risk factor of the portfolio: equity
risk. The identification of strategies for inclusion into RBI centers on finding return streams that
are uncorrelated or negatively correlated to the rest of the portfolio over time in order to
increase diversification. The RBI portfolio is a collection of strategies that needs to be internally
diversified and withstand different economic regimes and market environments as not all
strategies work in tandem during market stress.

There are two main subcomponents in RBI: diversifying strategies and risk parity. The diversifying
strategies component is meant to be differentiating to the portfolio and is expected to have very
low correlation with the portfolio over time. These strategies include: managed futures,
alternative betas and style premia, global macro strategies, alpha strategies, volatility strategies
and other lowly correlated strategies. They are designed to be complementary to the current
investment structure and should provide risk diversification for the total fund. Risk Parity
portfolios will invest in strategies that balance risk exposures across traditional betas in order to
form a portfolio free of any bias to economic environments. In general, risk parity strategies are
not as diversifying but provide a source of return that is much more balanced to the main asset
class risk factors than the rest of the portfolio.

Multi-Asset Public Strategies (MAPS) Pg. 6 of 19

Master Page # 73 of 186 - Audit and Compliance Committee Meeting 9/29/2020



Portfolio Strategy

The Portfolio Strategy team is tasked with developing, implementing and managing a systematic
ongoing process for identifying interesting investment strategy ideas that offer potentially value-
added opportunities for tilting VRS fund exposures away from policy benchmarks. These
strategies are opportunities that have the potential to improve the fund’s return without
materially increasing the risk or reduce the Fund’s risk without materially decreasing the return,
or some combination of both. Even though VRS is overall a long-term investor, this team’s
planning horizon is focused on one to three years in the future, which aligns with the team’s
responsibilities of exploring opportunities away from policy benchmarks which are not yet
mainstream in most pension portfolios.

Dynamic Strategies (DStrat) Portfolio

The Portfolio Strategy team also manages a portfolio that invest funds in external management
sources to implement cross-asset strategy initiatives. They are responsible for all aspects of this
program including due diligence, monitoring and making investment recommendations. The
DStrat Portfolio funds are dispersed across three external managers.

The DStrat mandate brings a top-down allocation approach customized to the VRS plan
portfolio’s characteristics. The addition of this mandate provides a diversifying source of excess
return to the portfolio as well as differentiated insights that have the potential to directly
translate to the management of the portfolio’s overall exposures over time. It provides valuable
cross-asset class viewpoints and strategies that complement the asset class program structure of
the VRS investment portfolio.

The mandate seeks to add excess return predominantly through the management of the asset
allocation of the portfolio as well as to incorporate broad, thematic views into portfolio
construction. Philosophically, it is designed to replicate the public market exposures of the Fund
and provide insights into potential enhancements to the excess return stream. The managers
within this mandate are considered strategic partners with VRS where the deliverable extends
beyond investment performance to include knowledge sharing and information transfer.
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Performance Benchmarks

MAPS Program investment performance is measured against Board of Trustees (Board) approved
benchmarks for each portfolio.

Dynamic Strategies Portfolio Benchmark*
The custom blended DStrat benchmark is comprised of the following components:

MSCI ACWI IMI with developed market currencies 50% hedged
(net VRS tax rate) Index

Bloomberg Barclays U.S. Aggregate Bond Index

10%

JP Morgan EMBI Global Diversified Index

Risk-Based Investments Portfolio Benchmark*
The custom blended RBI benchmark is comprised of the following components:

HRFI Risk

RBI Diversifiers Benchmark Parity 12%

Volatility
Benchmark

*Note: Effective January 1, 2020, the Board approved changes to certain indices used in both benchmarks to more
closely correlate them to each program’s respective investment approaches. The percentage allocations across the
indices remain.
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Further, the 80% RBI Diversifiers Benchmark is allocated to diversifying strategies as follows:

RBI Diversifiers Benchmark

Credit Suisse Hedge Fund Index
Credit Suisse Global Macro Index

15%
Bloomberg Barclays Capital US
20%
Aggregate Index

INVESTMENT POLICY STATEMENTS

The governing document for the total fund is the VRS Defined Benefit Plan Investment Policy
Statement, which the Board most recently approved in November 2018. Based on this policy
statement, the overall investment objective of the VRS portfolio is to maximize return while
managing risk within an acceptable range. The Board has delegated to the Chief Investment
Officer (ClO) the authority to establish and modify as necessary the program level investment
policy statements. Therefore, the CIO approves any material changes to the risk profile and/or
the return objectives for the Program.

Multi-Asset Public Strategies Investment Policy Statements

The DStrat Investment Policy Statement was most recently updated in September 2019, and the
RBI Investment Policy Statement was most recently updated in October 2019. The overall
objective of both the DStrat and RBI portfolios is to generate returns that meet or exceed the
public strategies within the VRS portfolio with a similar risk profile. These mandates strive to add
excess returns predominantly through active asset allocation decisions and the incorporation of
broad, thematic views.
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The DStrat and RBI Investment Policy Statements also define the programs’ structure, risk
analysis considerations, due diligence expectations related to hiring and monitoring, records
retention requirements, program reporting, as well as non-compliance remedies and termination
procedures.

Investment Policy Monitoring

The DStrat and RBI Investment Policy Statements do not contain quantifiable elements that would
require monitoring on specific intervals, such as category ranges, leverage requirements or
private/public asset mix. However, accounts holding publicly traded securities do have specific
investment guidelines that are periodically monitored by the Program Director.

Further, the MAPS Program uses the Bank of New York Mellon’s (BNYM) compliance monitoring
services for accounts that contain publicly traded positions. Each of these publicly traded accounts
have specific investment guidelines that are coded into BNYM’s Compliance Monitor tool to ensure
adherence to the applicable policy as well as timely notification and remedy to any potential
violations. The VRS Compliance Department oversees BNYM’s compliance monitoring process on
behalf of the Investment Department.

NEW INVESTMENT DUE DILIGENCE

Potential new investments and managers are identified through numerous avenues, including:
prior experience with the manager, referrals from other pension plans/managers, industry
presentations, presentations to VRS staff, etc. The timing for identifying new managers is not
predetermined. Potential new managers will move through the due diligence process as suitable
matches to VRS' investment needs and preferences are recognized.

Once a desirable match is identified, member(s) of the investment team will gather manager
provided information and other background information through publicly available sources such
as the Security and Exchange Commission’s website, discussions with other managers,
information service providers, etc. Based on an assessment of the information obtained, a
determination will be made if a preliminary discussion with the manager should be scheduled.

When a preliminary discussion is desired, VRS will meet with the manager (either in Richmond or
at the manager's operating location) who will present information regarding the fund and its
investment strategy to VRS’ investment professionals.
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VRS DUE DILIGENCE
SNAPSHOT

eldentifying

potential managers
*Obtaining general
background
information
ePreliminary
discussions via
phone

*Monitoring of
manager for period
of time (3 months
to several years)

*Meeting formally
with manager at
VRS or manager's
office

ePerforming in-
depth analysis

ePreparing a writtem
proposal
eNegotiating
contract
*CIO approval,
hiring of manager
*Board reporting
*Monitoring of

manager
performance /

If the Investment Department is interested in the strategies offered by the external manager, it
will begin to gather additional due diligence materials and monitor the manager's performance.
This process can range from a few months to several years.

Once VRS determinesit has a true interest in investing with the external manager, the Investment
and Compliance Departments will perform an in-depth analysis of the manager and related due
diligence in preparation of a written proposal. Assuming these due diligence activities do not
uncover something adverse, the manager will be invited to formally present their investment
opportunity. While a majority of investments that reach this stage are successful, it is also a
possible outcome that information learned during the formal manager meeting would be
indicative that the investment is not in alignment with VRS' goals and objectives (including fee
structure) and the investment consideration would be discontinued.

As the due diligence process draws to completion, a VRS team member will prepare a written
proposal (referred to as the Investment Recommendation Memorandum) with an overview of
the investment and a description of numerous data points, including: a summary of the
investment; the firm offering it and its investment team; the strengths and weaknesses of the
manager; key investment terms; asset reporting; valuation and custody; track record; risk factors;
and the proposed action plan.

The Director, or his staff designee, will generally begin contract negotiations with the external
managers to define the contract terms including the investment amount and related fees.
Additionally, the Compliance Department will begin its separate due diligence process which
typically includes sending a compliance due diligence questionnaire to the prospective manager,
performing a biographical and criminal background check and holding due diligence calls with
executive leadership of the potential manager.

The Compliance Department's due diligence questionnaire evaluates numerous areas of the
external manager and includes such items as: ownership structure, material developments, SEC
registration, description of back-office operations, external audit reports, third parties utilized by
the manager, description of controls including cash and custody arrangements and disclosures of
any regulatory actions taken against the manager. Key personnel background checks are also
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performed for all new managers and, as deemed appropriate, for new investments with an
existing manager.

Assuming favorable due diligence results, a contract is executed by either the CIO or the Chief
Administrative Officer upon approval of the investment by the CIO. Once an executed contract is
in place, the manager is considered hired. However, an initial investment may not immediately
take place, as the investment timing depends on the external manager's strategy.

DUE DILIGENCE AND MONITORING OF EXISTING INVESTMENTS

Monitoring existing managers is a continuous effort that draws both on quantitative and
gualitative elements. In order to ensure managers are adequately monitored, a cycled approach
is utilized. Additionally, given the nature of certain managers and their accounts, there will be a
range of available data points. Therefore, the Directors and their staff utilize their judgement to
gather and consider information relevant to the monitoring process on a manager-by-manager
basis. The following graphic provides a high-level illustration of the ongoing monitoring process.

Semi-Annually
VRS Investment staff will
meet with key external
manager investment

VRS Investment staff will

VRS' custodian, BNY Mellon,
generates monthly performance
reports which are reviewed and
approved by the respective
Director or their designee.
Further, certain external
managers submit a monthly
report package, highlighting
varying types of information
related to assets they manage
for VRS.

External managers
submit quarterly
statements which may
include positions,
valuations and related
financial information.
Additionally, external
managers are required to
comply with the quarterly
reconciliation process
that is administered by
VRS Investment
Accounting.

hold conference calls with
external managers, as
necessary, to discuss
relevant items such as
material changes occurring
at the manager, account
performance, compliance
with the account's
investment policy
statement and market

personnel at least once per
fiscal year. While these
meetings may be held in
Richmond, at least every
other year, the meeting will
be held at the manager's
office.

outlook.
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SSAE 18

A Statement on Standards for
Attestion Engagements No. 18
report, otherwise known as a SOC
(System and Organization Control)
report, offers assurances on the
services provided by an external
service organization which gives
valuable information to users to
assess and address the risks
associated with the outsourced
service.

In addition to the process depicted above, an annual supplemental questionnaire is completed
by each external manager and submitted to VRS. The objective of the questionnaire is to provide
the VRS team updated information regarding changes in qualitative and quantitative areas of the
external manager's operations. The questionnaire generally also includes a “Contract/Agreement
Compliance Certification Form” which must be signed by an authorized individual. This form
certifies the manager acted in compliance with the terms and conditions set forth in any and all
contract/agreements between the firm and VRS from inception through the date indicated.

RECONCILIATIONS

VRS requires all external managers of publicly traded accounts to reconcile investment balances
with VRS’ master custodian, BNYM, on a monthly basis. For the MAPS publicly traded accounts,
this reconciliation process is administered by BNYM and is subject to audit as a part of its annual
SSAE 18 review (SOC 1, Type 2 Report). Additionally, quarterly reconciliations are obtained and
reviewed by the VRS Investment Accounting Department to support VRS’ oversight of the
monthly reconciliation process managed by BNYM.

Publicly Traded Accounts

For MAPS accounts holding publicly traded assets and in the custody of BNYM, external managers
submit quarterly reconciliations directly to VRS’ Investment Accounting Department. Staff review
these reconciliations for overall reasonableness. As they are publicly traded, VRS relies on
BNYM’s monthly reconciliation process to investigate and clear any reconciling items for these
accounts, which are mainly attributable to pricing differences or timing issues. These
reconciliations are due within 45 days after quarter end to ensure timely completion in
accordance with VRS’ reconciliation policies and procedures.

Hedge Fund Accounts

BNYM’s Complex Accounting and Administration Group (CAAG) is responsible for gathering
preliminary information to prepare the quarterly reconciliations for those MAPS accounts
classified as hedge funds. Once completed, this reconciliation is reviewed by a member of the
Public Equity Team.
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REVIEW FOCUS

This review focused specifically on
Risk Management and Portfolio
Strategy, which make up the
MAPS portfolio, under the
Portfolio Intelligence Team,
which was recently reorganized
into the Portfolio Solutions
Group.

Investment Research, the other
component of the Portfolio
Intelligence Team, will be reported
out under a separate cover.

COMMITMENTS

Outstanding commitments are tracked internally by VRS. The accurate capture of commitments
is necessary to support financial reporting disclosure requirements in VRS’ audited financial
statements. However, all MAPS Program investments are fully funded when the investment
contracts are executed.

SCOPE AND METHODOLOGY

The primary purposes of our examination were to:

e Determine compliance with the MAPS Investment Policy Statements;

e Ascertain whether the due diligence and monitoring activities are sufficient and
appropriate; and,

e Ensure MAPS transactions are accurate, reconciled and recorded timely by BNYM.

GENERAL ASSESSMENT AND UNDERSTANDING

A general understanding of the MAPS Program, as well as the associated controls, was obtained
by meeting with key individuals. Applicable policies and procedures and other relevant
documents associated with the MAPS Program were also reviewed.

MAPS INVESTMENT POLICY STATEMENT

COMPLIANCE MONITORING
BNYM Compliance Monitor reports as of June 30, 2019 and October 31, 2019 were obtained for all
applicable MAPS accounts. All exceptions noted were reviewed for adequate resolution.

Additionally, parameters associated with each account coded in BNYM Compliance Monitor were
evaluated for agreement with the applicable investment guidelines.
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NEW INVESTMENT DUE DILIGENCE

New manager due diligence documentation was reviewed for all MAPS accounts since the
Portfolio’s inception date of July 2018. For each account reviewed, compliance with the following
was evaluated:

e The external manager's investment strategy is in line with the investment objectives
included within the applicable Investment Policy Statement;

e An Investment Recommendation Memorandum was prepared, including sufficient
information to support the recommendation;

e The Investment Recommendation Memorandum was approved by the CIO;

e All legal documents were reviewed and properly executed;

e Operational due diligence, including questionnaires and background checks, was
completed; and,

e The investment was reported to the Investment Advisory Committee and the Board
of Trustees.

MONITORING EXISTING INVESTMENTS

All MAPS accounts were selected to evaluate compliance with the monitoring procedures found
within the applicable Investment Policy Statement. For each account reviewed, compliance with
the following was assessed:

e An annual manager meeting occurred;

e A complete annual supplemental due diligence questionnaire was obtained;

e Acertification stating the manager acted in compliance with the terms and conditions
set forth in any and all contract/agreements was obtained;

e The Securities and Exchange Commission Form ADV-2 was obtained and reviewed (as
applicable);

e Monthly performance reports were reviewed and approved; and,

e Audited financial statements were obtained (as applicable).
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POLICY STATEMENT
COMPLIANCE

Overall,

VRS complies with the
MAPS Investment Policy
Statements allowing for proper
oversight of the Portfolio’s
investment activities.

RECONCILIATIONS

The Investment Accounting departmental procedures related to the quarterly reconciliation
process were obtained and reviewed for completeness and overall reasonableness. The
September 30, 2019 quarterly reconciliations for all MAPS accounts were selected to assess
whether each reconciliation agreed to supporting documentation, was completed timely and was
properly approved.

CONCLUSIONS

GENERAL ASSESSMENT AND UNDERSTANDING

Overall, VRS complies with the applicable Investment Policy Statement and has put in place
adequate oversight and monitoring over the MAPS Program. We found the Investment Policy
Statement adequately defines the investment objectives, allowable strategies and risk analysis
considerations, along with due diligence expectations related to hiring and monitoring.

Minor observations, which did not warrant attention in our report, have been referred to
management for their consideration.

INVESTMENT POLICY STATEMENT GUIDELINES

All exceptions identified on the June 30, 2019 and October 31, 2019 BNYM’s Compliance Monitor
reports for the applicable MAPS accounts were adequately resolved in an appropriate amount of
time.

Further, the BNYM Compliance Monitor guidelines applied to each account agreed with VRS
investment guidelines. We did observe certain situations that continue to provide false positive
exceptions within BNYM Compliance Monitor reports. However, management continues to work
with BNYM to refine the investment objective coding to ensure the false positives are minimized.
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NEW INVESTMENT DUE DILIGENCE

Substantial and sufficient due diligence activities are being applied by the Investment and
Compliance Departments. Due diligence results were adequately captured within the Investment
Recommendation Memorandum and the Compliance external manager review documentation.

All new MAPS accounts were communicated to both the Investment Advisory Committee and
the Board of Trustees.
MONITORING EXISTING INVESTMENTS

Appropriate monitoring activities in accordance with investment policy guidelines were being
applied for existing MAPS Program investment relationships. In certain instances, VRS
management may not receive timely audited financial statements due to the timing of the
account’s effective date. In their place, VRS obtains weekly performance updates and monthly
reporting packages to monitor the account’s financial activity until such financial statements are
provided to cover the period for which VRS was an investor.

RECONCILIATIONS

The Investment Accounting Department has appropriate quarterly external manager
reconciliation procedures and processes in place to ensure all accounts are adequately
reconciled. The September 30, 2019 reconciliations reviewed were adequately supported,
completed timely and properly approved.

FOLLOW-UP ON PRIOR REPORTS

There were no outstanding audit recommendations to consider.

RECOMMENDATIONS

We have no written recommendations to offer as a result of our review.
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MANAGEMENT EXIT CONFERENCE

This report was distributed to Mr. Schmitz and other members of VRS' management and staff for
review and comment. They expressed substantial agreement with this report. As there are no
written recommendations, a written response from management is not required.
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Modernization

Virginia
Retirement
System

tS

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019
¢ J\ JA )
a4 Y Y
Infrastructure Hybrid Plan for Member and Retiree Functionality Online
VNAV and RIMS Retirement
= Data Center including = Refunds Calculation Solution (Coming
Infrastructure and »= Refunds Disbursement Solution in 2020)

Security

= Imaging Solution

= Disaster Recovery Data
Center

= Telephony Solution

= Centralized Print

Employer Functionality

=  Employer Portal with
Online Enrollment, Data
Maintenance,
Remittance, Contacts
Management

=  Member Portal with Enhanced
Security and Online Refund Request

= Benefits Calculation Solution

=  Online Retirement Planner

=  Purchase Prior Service Solution

=  PPS Online

= Retiree Portal

=  ORPHE Solution

=  Online ORPHE/ORPPA

=  Online Financial Education

=  Retirements/Disbursements
Solution

Discontinue Use of Mainframe
System (RIMS) 2019
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Background % e

System

« Modernization Program

— The final deliverable under the Modernization Program is a set of
new features for myVRS

Online retirement

Beneficiaries management

Retiree payment maintenance

Retiree health insurance credit maintenance
Survivor access

« This status report reflects progress as of 9/1/2020
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Project Plan % 2

System

2019 2020 9/1

Sep | Oct | Nov | Dec |Jan |Feb | Mar |Apr | May |Jun |Jul |Aug |Sep |Oct | Nov | Dec

Online Retirement Build and Test

Beneficiaries Mgmt Build and Test *

Survivor Access - Build and Test .

Retiree Payment Maint Build and Test *
Retiree HIC Maint Build and Test

Research Buy/Build

Secure Messaging

* Software build is expected to complete for the final component in October
* Rollout will likely occur feature by feature and must be done in a manner that does not
impact year end processing. Dates are to be determined.
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Software Status 1% igns

System

el e
myVRS Feature Build Build Testing Testing
Online Retirement Complete  Complete Complete* In Progress
Payment Maintenance Complete  Complete Complete

Beneficiary Management Complete  Complete Complete

Health Insurance Credit Maintenance Complete @ Complete In Progress

Survivor Access** In Progress

*Additional testing will occur when security features are complete

**Survivor Access is behind schedule:
* Adding functionality to mail a PLOP rollover check directly to the retiree
* Delays in contracting with security data service provider
* Will not delay implementation
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Other Progress R Hermen

System

« Security Upgrades
— New IP geolocation analytics capability is in place

— Implementing software changes and a data service that will
provide data about each user that we can use to analyze
behavior (for example history of ownership of cell phone number
and email address)

— Adding multi-factor authentication at log-in

— Contracting with data service provider took longer than expected,
but all security upgrades will be present at implementation

« Secure Messaging

— Our review determined that Commercial Off-The-Shelf (COTS)
software is not available that meets all of our requirements and
can be easily integrated with VNAV

— VRS will custom build a secure messaging feature at a future
date
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Implementation Plan % e

« Qutreach and training
— Development of embedded educational videos is in progress
— Outreach/feedback sessions with employers restarted in July;
feedback has been positive
« Software build and system testing for all features will
complete by the end of October
— User acceptance testing and security penetration testing will
complete by December
« VRS will utilize a soft launch approach
— Rollout will be done feature by feature
— Initially a limited humber of members will be invited to use a
feature in a pilot program

— Allows for careful monitoring and correction of any issues before
they impact a larger population
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Virginia

Budget as of 6/30/2020 R e
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Total (Direct and Indirect) Cost ¥ &
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Virginia
Retirement

System

myVRS - Online Retirement

September 29, 2020

Master Page # 97 of 186 - Audit and Compliance Committee Meeting 9/29/2020



Pages We’'ll Look At R K

System

e Apply for Retirement Page

e Pre-Counseling Page

e About You Page

e Retirement Date and Payout Option Page
 Payment Destination Page

e Tax Withholdings Page

e Health Insurance Credit Page

e Review and Submit Page
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"ﬁrginia

Apply for Retirement Page

System

@vns Home My Manage My Retirement Benefit Financial p Heip Delbert Logout

History = Benefits w Planning « Estimator » Wellness Weader =

1. Video includes
important
information to
prepare Members
for retirement

Apply for Retirement

Are You Ready to Retire?

2. Members can review
their compensation
history for accuracy

[ create a seneti estmace e ey, 4. Members can review
their employment history
for accuracy

3. Members are urged to N
notify their employers
of upcoming retirement [~

Before You Apply

/

— |5. Reminds the member of
— any purchase of prior
service agreements in
place

Review Your Compensation History

D)

Remember to Notify Your Employer Purchase Prior Service (PPS)

Review Your Employment History

\

Continue Your Retirement Application s
You have a retirement application in progress that has not to WRS. Chick the bution below to continue your application WHVRHAWII,
Tips, tools and time-saversto |




Pre-Counseling Page

1.

Video includes critical -

information regarding ——
retirement and the Counseing
retirement submission
process

Apply for Retirement

Accordion panels
provide “counseling”
information specific to
the Member

» Leaving Your job But Delaying Retirement

> Retiree Health Benefits Program

> Social Security

x}malth Insurance Credit Eligibility

> Converting Sick Leave to Service Credit

Consent to Use of Electronic Medium
=

contact VRS for other options

» Defined Contribution Plan Account Options

By continuing. | consent to filing my application for retirement eiectronically. | understand that if | do not wish to file my
retirement application electronically, or if | am not able

WS Home My Manage My Retirement Benefit Financial P Help Delbert Logout

History = Benefits - Planning - Estimator = wellness Weader -

Last Loginc 0S7/15/2020 4:43AM

e =—sar e = > . VRS offers free educationa

Paymen a Health Insurance Review and

SRR presentations, seminars, webinars
e.courses and regional meetings, in
addition 1o one-on-one counseling

Destinauion Withholding Credit

Explore the offeri

Before starting your application, get up to speed on how leaving Read more about preparing for
empioyment will affect your benefits. To stay on track with your desired retirement in the Gertting Read

retirement date, explore the topics below and note key deadiines for Retire Guide

conunuing certan benefits into retirement
_Hﬂw Question?

Talk with a counseior about your
retirement options, Call VRS toll-free
at 1-888-827-3847, or visit the
Counseling Center at 1111 E. Main
Street, Richmond, VA 23219 from
8:30 a.m. - 4 p.m., Monday through
Friday. Walk-in counseiing isona
first.come first-served basis. Limited
scheduled appointments aiso are
available

Retirement Readiness Checklist

VRS is here to help you at each step
as you consider your options in

> Leaving Employment With Basic Group Life Insurance retirement. Use this checklist to get

Ted

GIVRS ..
FINANCIAL WELLNESS

Tips. tools and time-savers to
increase your knowledge.

Get Started!

to effectively access the retirement application electronicaily, that | may

further consent to receive applicabie notices under federal law related 1o my application for retirement electronically
understand that | may request and receive from VRS a paper cooy of any applicable n

otice at no charge
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Pre-Retirement Counseling Page Cont...

System

wvns Home My Manage My Retirement Benefit Financial P Help Delbert Logout

History = Benefits - Planning - Estimator = Wellness Weader =

s S B I, - i :: o 2o VRS offers free educationa
Fre-Hetirgment ADOUL YOU Hetrement Date vay ant a Healt nsurance Review and
" [ presentations, Seminars, webinars,

Counseling and Options Destination Withholding Credi Submit
e-Courses and regional meetings, in
addition

Explore the offe

one counseling

= Before starting your application, get up to speed on how leaving Read more about preparing for
empioyment will affect your benefits. To stay on track with your desired retirement in the Getting Ready to
ret 5
continuing certain benefits

»-

rement date, explore the topics beiow and note key deadiines for Retire Guide
nto retirement

Have a Question?

4 Talk with a counselor about your
ons, Call VRS toll-free
7-3847, or visit the
unseling Center at 1111 E. Main
reet, Richmond, VA 23219 from
30 a.m. - 4 p.m., Monday through

1. Accordion panels
expand upon click to
provide additional v Leaving Your job But Delaying Retirement e
member-specific v Retiree Health Benefits Program e T
information A Py an 5 menoukscecs)or: PO RUINon SaDIoNas: YO SRMOYSC Sy Ol 3 setieaTiesh Meuance

ogram. Check with your human resource office Redirement Readiness Cheddist

2. Selected aCCOrdlonS are Considerations when selecting your heaith insurance options: VRS is here to help yo -
VRS is here to help you at each step

L]

| /

marked Wlth a Ilcheck : R e $oee vered by state benefits? é;ffe:r::-"s ?e-_. ns in .
mark” to indicate the N Take Action: Contact your employer for more information about available coverage, including coverage for your o
Member Opened |t dependents.
v Social Security VRS,,
FINANCIAL WELLNESS
» Health Insurance Credit Eligibility Tips. tools and time-savers to

increase your knowledge.

v Leaving Employment With Basic Group Life Insurance
» Converting Sick Leave to Service Credit

» Defined Contribution Plan Account Options

5 Master Page # 101 of 186 - Audit and Compliance Committee Meeting 9/29/2020




About You Page

Virginia

Retirement
System
WS Home My Manage My Retirement Benefit Financial "' Help Delbert Logout
History = Benefits - Planning = Estimator - wellness Weader =
& Pring Page Last Logn: D9/15/2020 L.48aM
Apply for Retirement

1. Address verification to
ensure we send
retirement letters to
the correct address Ve Sow siiens

~~ Is your address current? Check the box below to confirm, or visit my Profile to update your address before you continue
ADDRESS 1200 East Main
\ Iy

Richmond

STATE VA
ap 23219
COUNTRY

United States of America
My address is correct.

Tell us about yourself

What is your marital status?

f your benefit must be divided

among other parties, be aware that

| —Select Option-- ] the benefit estimate displayed here
s for the total benefit amount. VRS
will review your retirement
application to identify any division of
Den \ wi ity © fact

What is your citizenship status? penefit. VRS will notify the affected

]
| --Select Option-- v |

parties of the amounts each can
| expect 1o receive.

Are you currently a Virginia resident?

[ --Select Option-- v!

e SR Ster Page #1102 of 186 - Audit and Compliance Committee Meetif¥
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About You Page Cont...

System

WS Home My Manage My Retirement Benefit Financial P Help Delbert Logout

History = Benefits - Planning - Estimator = wellness Weader -
& Print Page Last Logine 091 5/2020 £38AM

Apply for Retirement

Pre-Retiremen About You Retirement Date Paymaen: Ta Health Insurance Review ard
Counseling and Options Destination Withholding Crediz Submit
Verify your address

r visit my Profile to update your address before you continue

ADDRESS

2. “Guidance” boxes to
il . provide additional

: zp :Ie:'a _ information
1. Details about the o SIS throughout the

My address is correct.

Member: Marital application experience

status, citizenship,
T

place of residency f
if your benefit must be divided
What is your marital status? among other parties, be aware that
the benefit ate gdisplayed here /

s for the total benefit amount. VRS

Married -

Qur retirement
o identify any division of
RS will no he affected
es of the amounts each can

. What is your citizenship status?

U.S. Citizen b

EXPECE 1O receive
Are you currently a Virginia resident?

Yes v

Will you be adding service credit to your record?

You must be an active VRS member
Purchas NE &nd/or CONVErting Service gives you the opportunity to add service credit 1o your record which can increase the
benefit amount you receive in retirement

it's important to understand the costs associated with purchasing and converting service. Expiore your options below and
reach out to VRS or your employer for more information.

payment types. For more

nformation on purchasing senvice

7 A Master Page # 103 of 186 - Audit and Compliance Committee Meeting 9/29/2020°




Retirement Date and Payout Page

Virginia
Retirement
System

1. Dynamic benefit
estimator fixed at the
top of the screen
updates based on
member answers

2. Progress Bar
indicates where the
Member is in the
application process

L~

Financial P

Wellness

Manage My
Benefits w

Benefit
Estimator -

Retirement
Planning -

Help Delbert

Weader =

CJVRS o

History =
Estimated Gross Monthly Benefit $2,024.26

Taxes

Estimated Net Monthly Benefitc  $2,02426

Apply for Retirement

Pre-Reprement About Yo

/ : ' 4 Opsio

Select your retirement date

te Paymen

Logout

What should | consider when selecting a retirement date?

Considerations

or an unreduced benefit on or after November 1, 2020. The retirement date y«

Retirement Date

October 1, 2020 v

Select your payout option

Choosing My Payout Option compare retirement dates and

avaiiadle payout options.

a Denelit to a sunavor Upon your geatn

st monthly benefit

! amount at the retirement date you selected.
Basic Benefit with Partial Lump-sum Option Payment (PLOP) @

Survivor Option @

Sunvivor Option with Partial Lump-Sum Option @

ped Dancion ¢

Not Sure Which Options to Choose?

Use the myVRS Benefit Estimator

Embedded education
throughout the
process helps ensure
optimal outcomes

to

Optia o
Master Page # 104 of 186 - Audit and Compliance Committee Meeting 9/29/2020

Targeted messaging
helps Members make
informed retirement
decisions. This
example provides the
Member a notification
that they are eligible
for an “unreduced”
retirement if they wait
one month (e.g., Nov.
1 2020) to retire.




Retirement Date and Payout Page Cont...

Estimated Monthly
Benefit amount
increased when this
Member changed from
the October 1, 2020
(reduced retirement) to
the November 1, 2020
(unreduced) retirement
date

If Survivor Option is

selected we use a third-

party data source to
validate date of birth —
birth certificate no
longer required

\vns ome: | ‘wy

Manage My Retirement Benefit Financial p Help Delbert Logout

History = Benefits w Planning = Estimator = Wellness Weader =

Estimated Gross Monthly Benefit $2,044.97
Taxes: $0.00
Estimated Net Monthly Benefit  $2,044.97

More Details ¥

or Retirement

Pre-Retirement About You Retirement Date Payment

LOuU B ang Upuons U

Select your retirement date

What should | consider when selecting a retirement date?
Retirement Date

November 1, 2020 v

Select your payout option

Choosing My Payout Option

@® Basic Benefit @

- This option does not provide a benefit to a survivor upon your death

Basic Benefit with Partial Lump-sum Option Payment (PLOP) @
Survivor Option @
Survivor Option with Partial Lump-Sum Option @

Advanced Pension Option @

nseling ard Oticre Destination Withholdi

Last Login: 03/14/2020 12:19PM

Use the myVRS Benefit Estimator to
compare retirement dates and
avallabie payout options.

- This option results in the highest monthly benefit amount at the retirement date you selected.

Virginia
Retirement
System
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Payment Destination

My Manage My Retirement Benefit Financial
History - Benefits - Planning - Estimator - Wellness

More Details W

& Print Page
Apply for Retirement

Pr Ta Health surance Review and
Withholding Cred Subm
Members enter bank
. . Receiving Your Benefit Payments
account In WhICh they Your benefit payment is deposited on the first day of each month into the account you des gnate. Each payment s for the
WOUld ||ke to receive their preceding month. Example: If you retired July 1, your first payment will be August 1. If the first of the month fails on a holiday or
weekend, your benefit is deposited on the last business day of the preceding month
monthly benefit payments
y p y Enter the account details for your monthly benefit deposit
Your month Y banefit w be deposited into the account you UE“Z--‘}' Deilow
Account Type o -
Ll
@® Checking %ﬂ" e
S G .
L Savings HOLZILEETIAE OAZINSRPAIOLINS Pa2d
t - —— ]

T )
Ruuﬁng Number Bank Routing Bank Account !M

Numbes

Account Number Confirm Account Number

[ Direct Deposit Certification:
| hereby authorize VRS to deposit my monthly retirement benefit payment directly to my account at the financial institution
designated in this application. | agree to provide written notification to VRS within 30 days of any changes to this information
s0 that my monthly retirement benefit may be properly and timely distributed. | also authorize VRS to make adjustments to my
ACCOUNT 1O COrrect any credit entries made in error

10 mer Page # 106 of 186 - Audit and Compliance C ] 19.9/29/2020:




Payment Destination Cont... Retrement

System

ms Home My Manage My Retirement Benefit Financial
History = Benefits - Planning = Estimator = wellness

Estimated Gross Monthly Benefit $2.044.97
Taxes: $0.00
Estimated Net Monthly Benefit $2.044957

More Details W

& Print Page
Apply for Retirement

& Health Revie
hholding c -
- - - - Receiving Your Benefit Payments
1- Flna nC|a| InStltUtlon Your benefit payment is deposited on the first day of each month into the account you designate. Each payment is for the
. preceding month. Exampile: If you retired july 1, your first payment will be August 1. If the first of the month falls on a holiday or
automat'ca“y appea rs weekend, your benefit is deposited on the last business day of the preceding month
upon entry of a Enter the account details for your monthly benefit deposit
Conflrmed rOUtIng Your monthly benefit will be deposited into the account you identify below
number Account Type omas
@ Checking Sovv siare e
" e
O Savings

COLIINSRTAE OLFIGSETOVO L2 Sem )
t —t 4

L4
Routing Number Bank Routing Bank Account

2.  Account Number is .
masked once Member \ FEDERAL RESERVE BANK
clicks out of field. \k Account Number Confirm Account Number
Member is required
to enter Account
Number twice.

Direct Deposit Certification:

| hereby authorize VRS to deposit my monthly retirement benefit payment directly to my account at the financial institution
designated in this application. | agree to provide written notification to VRS within 30 days of any changes to this information
at my monthly retirement benefit may be properly and timely distributed. | also authorize VRS to make adjustments to my
account to correct any credit entries made in error

11
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Tax Withholdings Page Cont... Retremen

System

mvns Home My Manage My Retirement Benefit Financial P Help Delbert Logout

History = Benefits - Planning = Estimator = Wellness Weader -

Estimated Gross Monthly Benefit $2.04457
Taxes: $63
Estimated Net Monthly Benefit  $1.407 .3

More Details W

8 printPage Last Login: 09/15/2020 £:48AM

For information about federa

Destination Withhoiding Credit

ncome tax withholding refer 1o the

% o3P

For information about Virginia
Request for Income Tax Withholding ncome tax withholding, refer to the

You are responsible for pay ng federal and state income taxes in retirement. if you do not select otherwise, VRS is required to gt . -

W hold federal income tax based on the rate for a8 married indiv Sual:-arr"gt-reea::'.-.a":es and state income tax based on Fory
the rate for zero exemptions. You :5-‘""&*'263_'—5!"6":" to your withhold 'S selections below
Federal and State Tax : :

. . . . The withhold Ng selections you make w reduce the amount of tax you pay when you submit your annual tax return
Withholdings information

. . . Select your federal tax withholding elections.
entered in the application

VRS does not withhold taxes for

states other than Virginia if you live

4 e outside Virginia, contact your state’s
Wwithholding Taxes Marital Status taxation agency for information on
Yes ~ Married v state income taxes
Personal Allowances Additional Amount
2 3 150

Select your Virginia tax withholding elections.

withholding Taxes Age and Blindness Exemptions
Yes v 0

Personal Exemptions Additional Amount
2 $ 00.00

12
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Virginia

Health Insurance Credit Page

System

13

mvns Home My Manage My Retirement Benefit Financial p Help Delbert Logout

History = Benefits - Planning = Estimator - Wellness Weader =

& Print Page

Apply for Retirement

Eligibility for state heaith insurance
Check with your em :'!C'.E'S human resource department for any empiCyer-prov ged insurance optons.
Members can choose to Eligibility for health insurance credit
enter Health Insurance You a;ee £ b.re_"-:r a_ “.Tee th ﬁ;,ra-'-:e credit up to E_'C'»—' p DFSETRESTE A 2 e cost of your heaith
nsurance premiums. The ¢ b bly fo 1 year o v to your
Credit information in the thiy retirement b your deat ceed the amount of your individual health insurance premium.
. . . \ N T four f . nce credit
retirement application or
Wait Until d |ater time Heaith plans e SpOUSE’S
plan: employer B and
gental. vision an age are

_J I want to provide my health insurance information now.

| will provide the health insurance information at a later time.




Health Insurance Credit Page Cont...

Members can enter
Medicare Part B
information here

Members can enter
other Health Policy
information here

14

Financial

ws Home My Manage My Retirement Senefit
History = Benefits - Planning = Estimator - Weliness

Estimated Gross Monthly Benefic $2.0
Taxes: $637

Estmated Net Monthly Benefi:  $1.4

More Detais W
| want to provide my health insurance information now.

(J 1 will provide the health insurance information at a later time.
Enter Medicare Part B information
Are you covered by Medicare Part B7 ©
® Yes

Enter the effective date of Medicare Part B. © 05/05/2020 -
Enter your monthly premium amount. © $189.60 ~ per montn

Enter any additional health, dental, vision or prescription drug coverage.

Enter New Policy Information Below:

Provider Name Plan Name Coverage Option
AETNA Medicare PFO hd Family hd
Policy Typelsk Heaith [JDental O vision [ Prescription [ Other

Check 3l that 80D
Pol mber: 12345

Who is the policy holder? @

Spouse
How many times per year is the insurance premium paid? @ 4
How much is the premium for singie coverage? © s 100
How much is the insurance premium payment for two people? O 5 200
The monthly premium amount you can expect to pay for your portion of s 3333

coverage is:

P Heip Delbert Logout
Weader =

Exampies of coverage not eligible for
reimbursement include T

per month

et Naster Page# 1T0"0f 186 - Audit and Comphiance Committee Meeting 9/29/2020

"ﬁrginia
Retirement
System



"ﬁrginia

Review and Submit Page

System

mvns Home My Manage My Retirement Benefit Financial P Help Delbert Logout

History = Benefits - Planning - Estimator - Wwellness Weader -

stimated Gross Monthly Benefiz $2

Axes

dmated Net Monthly Benefit  $1.407.30

2. Members can
1. Allinformation from About You

. navigate back to any
each page is displayed i Ao . )
“ . ADDRESS 1200 East Main page if they find an
on the “Review and

- arv Ricnmond error prior to
Submit” page STATE . :
R i submission via the
COUNTRY United States of America ”GO tO thiS Section”

& My address is correct

link within each

ki /I section
Marital Status Married

Citizenship Status U.5. Citizen

\ Virginia Resident Yes

Adding Service Credit to Your Record

.'.'d"-’g a lump-sum purchase of prior service credit before retirement Tes
Purchas ng service creait a SiCk leave payment No
Converting disability credit to service credit No
» Forfeiture of Unpurchased Service after Retirement Date “ . ”
understand that all purchase of service agreements must be completed before my retirement date. | acknowledge that 3 . G U|da nce bOX
after my retirement date, | forfeiz all rights to purchase outstanding service and any outstanding purchase of service . .
sgreements will be canceled displays important

AT TS dates about
upcoming Cost of
Living Adjustments
and Life Insurance
reductions

Retirement Date and Options

Retirement Date

November 1, 2020

Payout Option

15 “ " "Master Page # 111 of 186 - Audit and Compliance Committee Meetfﬁéj972972020:_
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Review and Submit Cont...

Manage My  Retirement  Benefit

@JVRS ome
History »  Benefits » Planning =  Estimator =

Tanes:
Estimated Net Monthly Benefit:

Financial P Help Delbert Logout
Wellness Weader =

More Detais ¥

Payment Destination
Monthly Benefit Deposit Location
Financial institution Name: FEDERAL RESERVE BANK
it Type: Checking
Routing Number. & R
Account Number. @
o Direct Deposit Certification
heredy authorize VRS to depos nt at the financia
ays of & anges to
| aiso authorize VRS to

nst designated inthis a

this informat

: n 50 that my m
make adjustments Lo My ACCOUNT [0 COrMect any credit entries made in error

Go to this section

Tax Withholdings

Federal Tax Withholding Elections

olding Taxes Yes

tal Status. Married
Personal Exemptions: 2
51

Additional Amount

Virginia Tax Withholding Elections

Withholding Taxes Yes

Age/Blind Exemptions 0

FPersonal Exemptions: 2
$0.00

Additional Amount
Go to this section

Health Insurance Credit

ﬁéﬂs‘t&;i?;égu#ﬁl 12 of 186 - Audit and Compliance Committee Meeting 9/29/2020
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Review and Submit Slide Cont

System

WVRS Home My Manage My Retirement Benefit Financial
History = Benefits - Planning Estimator - wellness

Estimated Gross Monthly Benefit $2.044 97
Taxes: $637.67

Estimated Net Monthly Benefit  $1.407 30

More Details W

Additional health, dental, vision or prescription drug insurance policies

Provider Name AETNA

Pian Name Medicare PPO

Coverage Option Family

Policy Type(s) b Heaith O Dental L] Vision (] Prescription ) Other
Policy Number 12345

Amount paid for retiree’s portion of coverage $33.33 per month

Effective date of this premium amount September 1, 2020

Go to this section

I £ Member Certification:
1. A” Member / | "ere:-y:e—:lf_,r:"a: 1) | have provided true and accurate informartion in this application and | understand that any wil
. . faisification of facts presented may result in prosecution as provided by law; 2} | will receive an electronic confirmation of my
Cert|f|cat|0ns must be elections, but | may also reguest and receive a paper copy of the confirmation of my elections at no charge; 3) | have read and
understand the service retirement information in the Handbook for Members: 4) | will terminate ail emplioyment with VRS
Completed pI"IOI" to employers to my retirement; 5) | have no v unwritten, formal or informal agreement 1o return to employment
with my current employer in any position following my retirement date; 6) | will not return to non ered employment w
Submitting my current empioyer foliowing my retirement date for at least one full caiendar month during w I would normally work;
and 7) | understand if | turn to covered employment under a retirement plan administered by VRS that my benefits will 2
.

application Submit Application
Additionally, | agree that, in the event that VRS pays retirement benefits in excess of those to which | am entitied, | or my estate
will repay the excess 10 VRS B‘,'cnect ng this box, | hereby assign to VRS ary \jgisrcu; life in rance benefits that may be ° Done!

payable as a result of my death to secure repayment of any such retirement benefit overpayment

B Employer Notification: ° No pa per
| understand that after | submit my application for retirement, VRS will notify my employer of my intent retire. This
notification may contain nformation about my elections 1o purchase or convert service, retirement date, payout options

and/or heaith insurance credit information ° CheCk StatUS

& Health Insurance Certification:

5

understand that the benefit estimate above does not include health insurance costs and that | should check with my o Emall When
employer's human resource department for information on any employer-provided insurance options

Health Insurance Credit Certification:

Accepted as
submitted

understand that | am eligible for a heaith insurance credit up to $104.00 per month o assist with the cost of my heaith
nsurance premiums. | certify that | have reviewed the I tior 2 te and und,
that | may have to compiete the R for H th In

17 MSter Page # 113 of 186 - Audit and Compl
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Virginia i ;
Retirement VRS

System modernization
Moving foward the future.

s

Modernization
Program Phase 4

Internal Audit’s Quarterly Review
As of September 10, 2020

THIS REPORT IS INTENDED SOLELY FOR THE USE OF THE VRS BOARD OF TRUSTEES AND THE MANAGEMENT OF VRS AND IS NOT INTENDED FOR OTHER PURPOSES.
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Phase 4’s Scope

e To decommission the
Retirement Information @
Management System (RIMS)

by converting business
functionality in RIMS over into

VNAV.
e To implement a new online
customer portal for members C]

and retirees.
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Phase Scope Changes

This Quarter
e None.

Previous Scope Changes

e Quarterly Report as of August 27, 2018 (reduction)
* Interactive Voice Response (IVR) Self-Service Replacement removal from phase scope.

e Quarterly Report as of May 1, 2018 (reduction)

* Removal of Disability Retirement Case Management Functions. Case Management Functions
will be handled by the new Medical Board vendor

e Quarterly Report as of August 1, 2017 (increase)

* Incorporation of 3 individual projects under Phase 4 scope for resource efficiencies.
e ORPHE/ORPPA

e Financial Education Resources within myVRS Portal
e Retiree Portal Payment and Health Insurance Maintenance

e Quarterly Report as of February 1, 2016 (increase)

e Addition of Online Assistance Tool for the Customer Contact Center within CSS #1 (Member
Portal)
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Observations

Online Retirements

* Implementation of online retirement functionality is a leading-
edge mechanism in the pension industry.

e Based on the service provided, it is inherently high risk.

e Appropriate business expertise has been incorporated into the
development of this functionality.

 We support and encourage VRS’ continued cautious approach
through implementation and afterwards.
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Observations @

Concurrent Projects

VRS has other significant projects occurring which could compete for
necessary resources.

External entities and contractual agreements are driving these
deadlines which make them less flexible compared to Phase 4.

Cardinal HCM

General Ledger Replacement
Data Center Transition

Management of resources has been and must continue to be strategic

and tactical to ensure the final milestone is completed on schedule
without delay or impact.
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Phase Schedule

* Development and testing of Online Retirements functionality is
progressing towards a planned completion by the end of the
calendar year 2020.

e Specific launch dates will be solidified and presented to the
Committee at a future date.

e At this time, we are in agreement with management’s
representation of current Phase 4 status and progress.
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Phase Budget

 We are in agreement with Phase 4
expenditures to date as represented
in management’s presentation.

e At this time, we believe Phase 4 is
on budget to complete the
outstanding functionality and close
out Phase 4.

AN INDEPENDENT AGENCY OF THE COMMONWEALTH OF VIRGINIA

EXCEPTIONAL

weiilo

Virginia Virginia Retirement System
Retirement  Comprehensive Annual Financial Report
System For the Year Ended June 30, 2018
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Methodology

Purpose

e To provide an objective assessment of the Modernization
Program Phase 4’s progress, free from influence, guidance and
control of the development effort.

e To provide validation of the accuracy of management’s
quarterly status presentation.
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Methodology continued...

Process
Gain an understanding of the purpose and progress of Phase 4
through:

e Review of the Phase 4 Microsoft SharePoint site or document
management repository (applicable release documents)

* Interview of the Modernization Program Manager and other relevant
personnel

e Attendance at ESC and other relevant meetings

Approach and Timing
* Focus on specific areas active during the period of review
* Performed quarterly through the end of Phase 4
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Questions
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FY2020 Annual Progress
Reports
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Virginia ANNUAL REPORT ON THE

getiremem AUDIT RECOMMENDATION FOLLOW-UP SYSTEM

ystem As of June 30, 2020
BACKGROUND

The Audit Recommendation Follow-Up System (ARFUS) is a reporting
mechanism for monitoring the status of audit recommendations issued by
Internal Audit, the Auditor of Public Accounts (APA) or other external entities.
Internal Audit maintains the information recorded in ARFUS with the
cooperation and assistance of management.

On a quarterly basis, Internal Audit requests and receives progress reports
from management on outstanding recommendations, which describe the
status of the actions taken in response to the recommendations. While
compiled by Internal Audit, the information included in the quarterly summary
reflects the representations of the responsible party and are not subject to
verification by Internal Audit at that time. Recommendations represented as
“implemented” remain in ARFUS until Internal Audit performs its review to
obtain reasonable assurance that the essence of the recommendation has
been implemented.

Annually, Internal Audit conducts a limited review on all recommendations
represented as implemented to obtain assurance that management has in fact
reasonably addressed these recommendations. Where reasonable

ARFUS Activity during FY2020

ARFUS Components Interr_ial APA* Total
Audit
Total Outstanding Recommendations 4 B 4
as of June 30, 2019

Recommendations Added during FY2020 3 - 3
Total Recommendations for FY2020 7 B 7
(available for remediation)

Informational: Recommendations Represented as 1 _ 1

Implemented during FY2020

Represented Recommendation(s) tested and
released by Internal Audit (see page 2) (1) (1)
Represented Recommendation(s) tested and
released by APA (see page 4) - -

Total Outstanding Recommendations as

of June 30, 2020 (see pages 3-4) 6 B 6

* Recommendations issued by the APA are listed separately from the Internal Audit activity
above, as the decision to issue or release such findings rests with their office.

implementation is confirmed, the recommendation is released from ARFUS and is no longer subject to monitoring by Internal Audit. Further, Internal Audit
identifies the addition and removal of any audit recommendations issued by the APA within ARFUS based upon a review of APA reports.

The purpose of this report is to convey the results of our review regarding the audit recommendations represented as implemented as of June 30, 2020.

RECOMMENDATION VALIDATION AND RELEASE FROM ARFUS

During fiscal year 2020, management represented one recommendation as implemented. Internal Audit reviewed this recommendation to validate that it was
reasonably addressed. This review was not designed to test the operational effectiveness of the implemented controls. The testing of these controls will be
considered within the scope of future audits. Our review found that the one recommendation has been sufficiently implemented and no longer warrants oversight.
Accordingly, Internal Audit is releasing this recommendation from ARFUS. (One recommendation was released with comment as reflected in the “Status of

Recommendations Represented as Implemented” summary found below.)

THIS REPORT IS INTENDED SOLELY FOR THE USE OF THE VRS BOARD OF TRUSTEES AND THE MANAGEMENT OF VRS AND IS NOT INTENDED FOR OTHER PURPOSES.

Master Page # 125 of 186 - Audit and Compliance Committee Meeting 9/29/2020



STATUS OF RECOMMENDATIONS REPRESENTED AS IMPLEMENTED

The table below reflects the status of each recommendation represented as implemented (with explanatory comments as appropriate). Please note that the “Audit
# - Audit Name” has been hyperlinked to the applicable audit report and management response within Directors Desk.

Recommendation Management’s = Completion

Audit # - Audit Name Audit Comments

Represented as Implemented Target Date Date

Released with Comment

Management has satisfactorily completed the
spirit of the recommendation and therefore the

A.pplict?:\tion Controls: AQM, recommendation will be released.
Private i, and MUNIS Systems, | Ensure Systems are in Full Compliance
No. 417 with the Commonwealth’s Hosted 07/31/2019* 07/31/2019 However, opportunities exist to improve
Environment Standard 06/30/2019 compliance by the Investment Department with

Report Date: 07/01/2018 the VRS IT Procurement Policy which supports
VRS’ compliance with the Commonwealth’s
Hosted Environment Standard. These
opportunities are addressed in Audit Report
#430, Investment Research.

*The Director’s Executive Committee approved revisions to the original target date as reflected in the table above.
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OUTSTANDING AUDIT RECOMMENDATIONS AS OF JUNE 30, 2020
The following is a list of outstanding recommendations remaining in ARFUS as of June 30, 2020. Please note that the “Audit # - Audit Name” has been hyperlinked
to the applicable audit report and management response within Directors Desk.

Management's Target

Audit # - Audit Name Recommendation Report Date Date
12/31/2020*
12/31/2019
367 - IT Client-Server Modify Procedures in Three Areas to Ensure Full Compliance with the VRS 08/01/2016 07/61/2019
Security Standard for Project 2

01/01/2018 for Project 1
(Project 1 is complete)
I ) . . 12/31/2020*
411 — Application Controls: Evaluate VNAV’s Documented Security Procedures and Ensure Ongoing
VNAV and myVRS Monitoring of System Access Occurs 10/31/2017

07/01/2019

TBD

Improve the Expected versus Actual Contributions Reconciliation Review (Part of Post-Phase 4 work.

412 — Hybrid PI 11/01/2017
yore —an Process /01/ Revised Phase 4 schedule is
still pending.)
. Enhance Management of Policy and Procedure Documents 12/31/2020
425 — Review of the General
Controls within the IT Client- 08/01/2019
Server Environment Update Retention and Disposition Schedules to align with Library of
o , . 06/30/2021
Virginia Standards as well as VRS’ Actual Practice
429 — Conf: ith VITA’
onformance wi > Address the 1SO Relationship to the VRS Director 02/27/2020 06/30/2021

Security Program

*The Director’s Executive Committee approved revisions to the original target date as reflected in the table above.
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RECOMMENDATIONS ISSUED BY THE APA

Recommendations issued and released by the APA are captured based on the results reflected in their reports and are included below for informational purposes.
Please note that the “Audit Name” has been hyperlinked to the applicable audit report on the APA’s website.

Represented as .

P Management's Completion

Audit t
Target Date Date udit Comments

Audit Name Recommendation Implemented?

(Y/N)

Annual ARFUS 2020 Pg.40of 4
Master Page # 128 of 186 - Audit and Compliance Committee Meeting 9/29/2020




Virginia ANNUAL REPORT ON THE

getitrement AUDIT RECOMMENDATION FOLLOW-UP SYSTEM FOR INTERNAL AUDIT
ystem As of June 30, 2020
BACKGROUND

. . ) ) ) o ARFUS Components Total
The Audit Recommendation Follow-Up System (ARFUS) is a reporting mechanism for monitoring

Total Outstanding Recommendations 0
as of June 30, 2019
Recommendations Added during FY2020 4
Total Recommendations for FY2020
(available for remediation)

the status of audit recommendations issued by Internal Audit, the Auditor of Public Accounts (APA)
or other external entities. Internal Audit maintains the information recorded in ARFUS with the
cooperation and assistance of management.

4

This specific report reflects the status of Internal Audit related recommendations issued as a result
of our external quality assurance review performed once every five years, most recently completed
in the fall of 2019 and reported to the Committee on December 12, 2019.

Informational: Recommendations Represented as
Implemented during FY2020

Represented Recommendation(s) tested and
released by Internal Audit (see page 2) (3)
Total Outstanding Recommendations as

of June 30, 2020 (see page 2)

Of note, while recommendations were added to ARFUS as a result of this review, they represented
opportunities to enhance existing processes rather than a reflection of any deficiencies relative to
the Standards issued by the Institute of Internal Auditors.

On a quarterly basis, Internal Audit staff requests and the Internal Audit Director provides progress reports on such outstanding recommendations, which describe
the status of the actions taken in response to the recommendations. The information included in the quarterly summary reflects the representations of the Internal
Audit Director and are not subject to verification by Internal Audit staff at that time. Recommendations represented as “implemented” remain in ARFUS until
Internal Audit performs its review to obtain reasonable assurance that the essence of the recommendation has been implemented.

Annually, Internal Audit conducts a limited review on all recommendations represented as implemented. Where reasonable implementation is confirmed, the
recommendation is released from ARFUS and is no longer subject to monitoring by Internal Audit.

The purpose of this report is to convey the results of our review regarding the recommendations from the external quality assurance review represented as
implemented as of June 30, 2020.

RECOMMENDATION VALIDATION AND RELEASE FROM ARFUS

During fiscal year 2020, the Internal Audit Director represented three recommendations as implemented. Internal Audit reviewed these recommendations to
validate that each recommendation was reasonably addressed. Our review found that all three recommendations have been sufficiently implemented and no
longer warrant monitoring. Accordingly, Internal Audit is releasing these recommendations from ARFUS.

THIS REPORT IS INTENDED SOLELY FOR THE USE OF THE VRS BOARD OF TRUSTEES AND THE MANAGEMENT OF VRS AND IS NOT INTENDED FOR OTHER PURPOSES.
Master Page # 129 of 186 - Audit and Compliance Committee Meeting 9/29/2020




STATUS OF RECOMMENDATIONS REPRESENTED AS IMPLEMENTED

The table below reflects the status of each recommendation represented as implemented (with explanatory comments as appropriate). Please note that the
“Report Name” has been hyperlinked to the applicable report within Directors Desk.

Internal

Report Name eeaecaton Audit’s Target Sl Audit Comments
Represented as Implemented Date
Date
Consider meeting with the VRS .
Director on observations before the n/a* 12/31/2019 Released without Comment
Fully Implemented

) first draft of an audit report is created.
VRS External Quality Assurance

Review Consider communicating less
significant issues in a memo to n/a* 12/31/2019 Released without Comment
Report Date: 10/31/2019 management rather than in the audit Fully Implemented
report.
Consider adop'fing a.Stop—and-Gf) Released without Comment
approach to audit project scheduling 06/30/2020 06/30/2020 Fully Implemented

and management.

* Internal Audit’s Target Date is listed as “n/a” (not applicable) where the recommendation was added to ARFUS and represented as implemented within the same quarter.

OUTSTANDING RECOMMENDATIONS AS OF JUNE 30, 2020

The following is a list of outstanding recommendations remaining in ARFUS as of June 30, 2020. Please note that the “Report Name” has been hyperlinked to the
applicable report within Directors Desk.

Internal Audit's Target

Report Name Recommendation Report Date Date
VRS External Qu.allty Assurance Consider establishing a joint da:ca analy'F|.c5 initiative with IT to enhance 10/31/2019 06/30/2021
Review IAD’s capability.
Pg. 2 of 2

Annual ARFUS 2020 — Internal Audit
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Virginia
Retirement
System

Internal Audit

FY2020 Annual Report
As of June 30, 2020

A look back and a look forward as the Internal Audit Department works
to support the strategic goals and needs of this dynamic organization

and to ensure appropriate avenues for oversight are provided to the
Board of Trustees.

The Year in Review
A Look Forward
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The Year in Review: Living the VRS Core Values in FY2020

FY2020 challenged us to learn from the past, live agilely in the present and plan for the future. As a
part of the VRS team, we always work diligently to be agile, demonstrating our teamwork and pivoting
quickly as the world around us does the same. Events within FY2020 and as a result of the global
pandemic created many opportunities for the Internal Audit team to demonstrate and benefit from
VRS’ Core Values.

External Quality Assurance Review Results
The foundation of VRS’ values, acting with integrity and accountability, was exemplified in the
completion of our quinquennial External Quality Assurance Review this past fall. The Institute of

VRS Core Values

ACT WITH
INTEGRITY

As we perform our role and represent VRS.

DISPLAY
TEAMWORK

As we create, plan and execute our work in

Internal Auditors (IIA) mandates this process be performed once every five years for all internal audit a trusting and caring way.

functions desiring to acknowledge conformance with the Standards to ensure the integrity of the
profession and provide accountability in the execution of its work.

DEMONSTRATE
ACCOUNTABILITY

In our words, actions and decisions as we
work and commit to our Vision.

As shared at the December 10, 2019 Audit and Compliance Committee Meeting, our department was
awarded the highest assurance possible as a result of this review. While we received feedback on
ways we could enhance operational aspects of our mature audit function, our processes and practices

i were noted as generally conforming with the Standards.
Understated words to reflect the significant efforts of the

PERFORM WITH
AGILITY

As we respond to change.

‘W'T”_ ;‘? Internal Audit team members living the values of integrity
s WWENW = and accountability on a daily basis.
e T -

Supporting the Profession

As noted in last year’s Annual Report, the Internal Audit team had committed to supporting the integrity of
the profession in the spring of 2020 through the sponsorship of a professional development conference on
behalf of the Association of Public Pension Fund Auditors (APPFA). The creativity, dedication and agility with
which the team focused on identifying speakers, activities and tools to enhance the conference experience
was significant and an exciting effort of which to be a part. While the global pandemic ultimately led to the
cancellation of the conference, the team’s efforts positioned APPFA to be in a better place to serve the needs
of its membership for the future by identifying and vetting a new website provider and a conference
experience application as well as developing a new pool of speakers for future training initiatives.

Association of Public Pension Fund Auditors

Spring Professional Development Conference
(Offering up to 20 CPEs)

Washington, D.C.
May 3 — 6, 2020

Embassy Suites by Hilton, Washington D.C. Convention Center
900 10% Street NW, Washington, D.C. 20001
Tel: (202) 739-2001

Internal Audit Annual Report as of June 30, 2020 1
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Supporting VRS

We continue to demonstrate our dedication to teamwork and the broader VRS team through our
active support of and involvement with VRS agency initiatives such as the VRS Commonwealth of
Virginia Campaign, New Hire Mentoring Program, Diversity Program and Enterprise Risk
Management/Enterprise Performance Management planning activities.

As we completed our audit projects, we sought to share process improvement opportunities within
the relevant business area using the tools and approaches executed within an audit. Efforts such as
these help to improve the integrity of VRS and create new avenues for accountability over VRS’

Supporting our Community
As a team, annually we like to identify different
ways we can support the broader community.
This past year that led us to volunteer at the
Ronald McDonald House of Richmond.

v
y

operations.

¥

We enjoyed preparing a meal for the families
aided by the Ronald McDonald House Charities
and learning about the many amazing things
they do to provide a “home-away-from-home”
for families with children receiving care at local
area hospitals.

Enhancing our Internal Capabilities

We continued to concentrate on enhancing our data analysis and information technology skills to
support our engagements. We remained forward focused to ensure our ongoing agility by cross
training team members in key tools used by the Internal Audit Department to access VRS’ data.
Further, a significant portion of our professional development and training was geared towards
information security-related topics. This type of training helps, to ensure we are properly positioned
to support the growth of information technology tools in VRS’s day to day operations and the
reliance of the organization on information technology-related controls to safeguard the integrity
of VRS’ operations in the delivery of benefits.

Virginia
Retirement
System

Internal Audit
Proposed
FY2021-FY2024
Long-Range Audit Plan

Planning for the Future

This past spring the global pandemic provided us with an opportunity to demonstrate
agility, teamwork, accountability and integrity by pausing certain audit projects and
focusing our efforts on planning for the future of the Internal Audit Department, while
the organization did the same to position us all to operate in a remote environment
while ensuring the organizational integrity of executing VRS’ mission.

Long-Range Audit Plan Input

The entire team spent time evaluating the potential audit universe for the upcoming
long-range audit plan, providing valuable input regarding areas of focus, validating
potential audit objectives and ensuring we conformed with the Commowealth’s
Information Technology Audit Standards. Through our teamwork, we made the
potential audit universe more comprehensive while also addressing its continued
alignment with organizational and operational goals and initiatives.

Internal Audit Annual Report as of June 30, 2020 2
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B Aut Team Admivintiaticn ..

Development of Audit Team Administration and Audit
SharePoint Sites

ShareFoint  ites

We also leveraged the available time to realize a long-term At Tadro: fdrpriaiais
departmental goal of creating a team SharePoint site to

support the administration of the audit function and our audit |

projects in a more streamlined and visible manner. In creating | =~ b

this site, we had extensive discussions around our document

retention practices and operational needs. Each member of Curemt Vs Wik Bl o ik Bascd Pro .

the team has responsibility for various administrative duties o e = e
in addition to their audit execution responsibilities. Decisions s i iy B

were made in the design and implementation of these sites to
improve the efficiency of staff in their work. Long-term,
development of this site will enhance our accountability and
agility in the execution of our work.

Husted Syatums Revive
Admis

Rt Deafta ks fom
Diee Al

Long-Range and Annual Audit Plans Progress
In June 2016, the Committee approved the FY2017-FY2020 Long-Range Audit Plan to guide the efforts of the department. FY2020 was the final year
in that four-year plan. As presented in the Annual Audit Plan Progress Report as of June 30, 2020, we successfully initiated and completed the majority
of projects as presented in the FY2019 Annual Audit Plan as modified, as of December 31, 2019.

The results of our work during FY2020 were, where appropriate, set forth in audit reports which were written to be informative and educational
regarding the area under audit, while providing insights into key risks as well as opportunities for operational enhancements by the organization.

We also provided routine quarterly reports on the Modernization Program and Fraud Hotline cases as well as a separate annual status report on the
outstanding audit recommendations. In addition, during the Committee’s December 2019 meeting, we provided a summary of the results of our
Quality Assurance and Improvement Program.

Ensuring a Culture of Independence and Ethical Behavior

We ensured we maintained the necessary independence to issue objective analysis and evaluations of the subject matters we reviewed. We
considered our independence with the assignment of each project and formally acknowledge our independence through signing the department’s
Conflict of Interest Statement annually. All staff certified there were no situations that might create actual or perceived bias within their assignments.

The importance of achieving integrity and accountability in our day to day activities was communicated by encouraging a culture of ethical behavior.
Professional certifications held by the Internal Audit Department team have specific requirements relative to Ethics including annual training
expectations. We also participated in VRS’ annual Code of Ethics and Conduct training and acknowledgement activities.

Internal Audit Annual Report as of June 30, 2020 3
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A Look Forward: Living the VRS Core Values in FY2021

Included in the Committee meeting materials is our proposed FY2021-FY2024 Long-Range Audit Plan. It is designed to embody the agility, teamwork,
integrity, and accountability necessary to realize an effective and efficient internal audit function and meet the value-add proposition envisioned by
the Board of Trustees (Board) in creating such a function. The proposed plan will be approached with sufficient vision and flexibility to remain
responsive to the Board, the Committee and VRS management and staff.

As we initiate the first year of the long-range audit plan, we will focus our efforts on bringing further maturity to our data analysis program and
working with management to realize the organizational goals and objectives set forth in VRS’ Strategic Plan, especially as they relate to Enterprise
Risk Management and our ability to align our audit efforts to address those risks. Through the teamwork initiated by these activities, our ability to
remain agile in responding to and providing assurance over key operational and organizational initiatives will be enhanced.

Audit Staffing

A total of six audit professionals make up the department, including the Audit Director and five
Principal Auditors with the following areas of concentration:

Professional Designations

e Benefits, Operations and Quality Assurance;

) ‘ CIA CISA
® Business Intelllgence; (Certified Internal (Certified Information
e Governance and Program Administration; Auditor) Systems Auditor)
e Information Technology, Security, Systems Development and Project Management; and,

e Investments and Operations. CPA PMP

In most cases, three or more professional designations are held by each member of the audit (Certified Public (Project Management
team. The variety of those designations is reflected in the chart to the right. We encourage the Accountant) Professional)

growth of team member skills and expertise. This past year, one team member obtained a new
certification in risk management assurance and an additional team member obtained a certificate CIDA CFE

in COSO Enterprise Risk Management and we celebrate their success! (Certified Investments & (Certified Fraud
Derivatives Auditor) Examiner)

Obtaining and Maintaining Quality Audit Staff
The quality of the work performed by the department depends on the knowledge, skills and CRMA
abilities of its staff. Continuing professional education is required to maintain professional (Certification in Risk
certifications and expertise, and staff remain accountable for ensuring they meet these Management Assurance)
expectations annually.

Given the complexity of VRS operations, the department does not employ entry-level auditors. Combined, the current team has over 90 years of
experience in the auditing profession, with skill sets far beyond the accounting and financial reporting perspective traditionally found in audit,
including: Finance, Information Technology, Computer Science, Business Intelligence and Project Management. We strive for new team members to
possess similar experience and credentials.

Internal Audit Annual Report as of June 30, 2020 4
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Audit Staff Qualifications

A brief summary of each current team member’s qualifications is included below. We are appropriately staffed and qualified to meet the proposed
FY2021 Annual Audit Plan, which is the first period of the proposed Long-Range Audit Plan.

é )

Matt Priestas

Principal Auditor for

Information Technology,
Security, Systems
Development and

Project Management

CISA, CIA, PMP,
CRMA

B.S. in Management
Information
Systems, East
Carolina University

Joined VRS in 2008,
previously worked
for the APA

Newscenter
SharePoint Site
Administrator,
APPFA liaison

\ _J

o

U

Judy Bolt

Principal Auditor for
Benefits, Operations
and Quality Assurance

CPA, CIA, CFE,
CISA

B.S. in Accounting,
Virginia
Commonwealth
University (VCU)

Joined VRS in 2012,
previously worked
for the APA and
Owens and Minor

Lead for the Quality
Assurance and
Improvement
Program

o

o

Josh Fox

Principal Auditor for

Investments and
Operations

CIA, CIDA, CFE

B.S. in Finance and
Management,
Virginia Polytechnic
Institute and State
University
(Virginia Tech)

Joined VRS in 2014,
previously worked
for the APA

Lead for
Investments,
training as business
intelligence back-up

o

o

Krystal Groff

Principal Auditor for
Business Intelligence

B.S. in Computer
Science, University
of Mary
Washington; M.S.
in Nursing
Informatics, Duke
University

Joined VRS in 2015,
previously worked
for the Federal
Reserve Bank of
Richmond, Capital
One and Circuit City

Experience with
various technologies
and programming
languages including:
SQL, Tableau, Ab
Initio, UNIX and C

o

é )

Kristy Scott

Principal Auditor for
Governance and
Program Administration

CPA, CISA, CIA

B.B.A,,
Roanoke College; Post-
Baccalaureate
Certificate in
Accounting, VCU; holds
COSO Enterprise Risk
W EREEI
Certificate

Joined VRS in 2018,
previously worked
for the APA

Team SharePoint
Site Administrator,
training as business
intelligence back-up

( )

Jennifer Schreck

Internal Audit Director

CPA, CISA, PMP

B.S. in Accounting,
College of
William and Mary

Joined VRS in 2015,
previously worked
for the APA

Holds an Associates
Certificate in Project
Management and a
Master's Certificate in
IT Project
Management
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Fiscal Year 2020 Annual Audit Plan Progress Summary - as of June 30, 2020

(A detailed analysis follows)

Projects Remaining Projects Completed

Optional Retirement Plan for Investment Research (93%)
Higher Education (Presenting as Report No. 431 and 433)

(Project Deferred to FY2021)

Verification of Cost of Living Adjustments

Line of Duty Act (LODA) (93%) Conformance of VRS Information Security

w (Presenting as Report No. 432) Program with VITA Standards
Remote Access (Mobility) (Report No. 429)

(Project Removed based on Planning) Member and Employer
Contributions (84%) Investment Feeds (Management and

(Presenting at December Meeting) Custodian)
(Report No. 428)

Health Insurance Trust Fund and

Health Insurance Credit (38%)
(Presenting at December Meeting)

Credit Strategies
(Report No. 427)

External Quality Assurance Review
Member Records and

Demographic Data, including Review of Investment Incentive

Inactive Accounts (9%) Compensation Plan
(Project Removed based on Planning)

Review of 2019 Agency Performance

Internal Public Equity (7%) Outcomes

(Initiated, Placed on Hold,
Deferred to FY2021)
2019 Annual ARFUS Review and Report
Private Equity (4%)
(Initiated, Placed on Hold,

r Life Insuran
Deferred to FY2021) Group Life Insurance

(Report No. 426)

IT Security Audit of Sensitive Information

Systems in the Client/Server Environment
(Report No. 425)

Review of 2020 Agency

Performance Outcomes (50%)
(Presenting at September Meeting)

2020 Annual Audit Recommendation

Follow-up System (ARFUS) Review Annually Recurring Tasks/Other Unplanned or
(50%) (Presenting at September Meeting) Unavailable Time

0% 50% 100%
All planned projects (as adjusted as of December 31, 2019) were successfully initiated during the work plan year.
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Fiscal Year 2020 - Annual Audit Plan Progress - Detailed Analysis
Budget vs. Actual - as of June 30, 2020

Auditable Area

CARRIED FORWARD FROM PRIOR YEAR

Original
Budgeted
Hours

Total
Actual
Hours to
Date

Estimated
Remaining
Hours to
Carry Over

Actual or

Estimate of
Total Hours

Needed

Estimated
Variance
Over/
(Under)

Group Life Insurance 200 175 - 175 (25)
Health Insurance Trust Fund and Health Insurance Credits " 200 245 245 45
Credit Strategies 200 277 - 277 77
Investment Fees (Management and Custodian) 600 682 - 682 82
IT Security Audit of Sensitive Information Systems in the Client/Server Environment 330 322 - 322 (8)
BENEFITS AND OPERATIONS
Line of Duty Act (LODA) © 600 633 50 683 83
Member and Employer Contributions & 600 1014 200 1,214 614
Member Records and Demographic Data, including Inactive Accounts ® 500 35 - 35 (465)
Optional Retirement Plan for Higher Education © 300 0 - (300)
INVESTMENTS
Internal Public Equity © 500 37 37 (463)
Investment Research 600 703 100 803 203
Private Equity © 400 22 22 (378)
TECHNOLOGY SERVICES
Remote Access (Mobility) “ 250 45 - 45 (205)
REVIEWS (PROJECTS) PRIORITIZED OUTSIDE OF THE RISK ASSESSMENT PROCESS
IA Identified Recurring Reviews
Conformance of VRS Information Security Program with VITA Standards 200 121 - 121 (79)
Modernization - Monitor/Consult on a Continuous Basis 125 246 - 246 121
Continuous Auditing Activities 500 349 - 349 (151)
Report on Fraud, Waste and Abuse Hotline Cases 100 14 - 14 (86)
Review of Investment Incentive Compensation Plan 50 65 - 65 15
Review Results of Agency Performance Outcomes (APOs) © 100 132 - 132 32
Verification of Cost of Living Adjustments (COLAs) 25 25 - 25 -
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Auditable Area

ANNUALLY RECURRING TASKS

Original
Budgeted
Hours

Total

Actual
Hours to

Date

Estimated
Remaining
Hours to
Carry Over

Actual or
Estimate of
Total Hours
Needed

Estimated
Variance
Over/
(Under)

Fulfilling Activities Required by IIA Standards

Quality Assurance Improvement Program Monitoring & Reporting © 200 67 - 67 (133)
External Quality Assurance Review/Internal Assessment 200 330 - 330 130
Audit Plan Monitoring 100 103 - 103 3
Develop and Update Long-Range Plan and Corresponding Annual Audit Plan 150 558 - 558 408
Coordination and Consultation With APA 50 24 - 24 (26)
Quarterly ARFUS Monitoring 100 51 - 51 (49)
Annual ARFUS Review © 150 56 - 56 (94)

Supporting Audit & Compliance Committee
Review, Compilation and Publication of Meeting Materials 250 254 - 254 4
Attendance 80 53 = 53 (27)
Preparation of Meeting Minutes and Committee Report 70 72 - 72 2

Risk Monitoring Activities
Attendance at Board Meetings and other Committee Meetings (including Board Retreat) 150 116 - 116 (34)
Attendance at Executive Team Meetings (DEC, Roadmap, C-suite) 120 106 - 106 (14)
Review of Independent Auditor's Reports on VRS Third Parties (SOC Reports) 50 8 - 8 (42)
Monitor and Review Professional Literature 80 66 = 66 (14)
Association of Public Pension Fund Auditors and Other Professional Organizations 75 90 ) 90 15

(IlA, ISACA, ACL/Tableau User Groups)

Other Administrative Activities
Maintain Fiscal Budget, Department Files, SPCC Log and Recon; Make SPCC Purchases 100 61 - 61 (39)
Internal Audit Staff Meetings and Mentoring 250 402 = 402 152
External Reporting and Other Interactions (OSIG/VITA) 25 17 - 17 (8)
Administration of CPE 115 131 = 131 16
Performance Standards and Evaluations 60 39 - 39 21
Participation in VRS Events/Committees 120 177 = 177 57
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Total Estimated Actual or Estimated
Original Actual Remaining | Estimate of | Variance
Budgeted | Hours to Hours to | Total Hours Over/
Auditable Area Hours Date Carry Over Needed (Under)
OTHER UNPLANNED OR UNAVAILABLE TIME
Unplanned Hours @ 1,105 1,812 = 1,812 707
Unavailable Time
Continuing Professional Education (CPE) 300 420 - 420 120
Holidays 650 744 = 744 94
Annual Leave 750 919 - 919 169
Sick/Personal Leave; Volunteer Hours 480 446 - 446 (34)
Other Resource Outages 320 320 - 320 -
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Fiscal Year 2020 - Annual Audit Plan Progress — Detailed Analysis
Budget vs. Actual - as of June 30, 2020

Explanatory Notes:

This project was originally planned to be carried over into the next fiscal year, as such it will be reflected as current project rather than a carryover project in the
FY2021 Annual Plan and FY2021-FY2024 Long-Range Plan.

These projects are in their final phase and will be reported out at the September board meeting. As such they will be reflected as a carryover project in the FY2021
Annual Plan and FY2021-FY2024 Long-Range Plan.

Overages due to expanded scope and testing and additional efforts to enhance our data analytics capabilities.

Based on information learned during planning, these projects were removed as sufficient coverage will be provided through testwork performed by the external
auditor.

These projects were initiated or scheduled to be initiated during FY2020, and then placed on hold to support competing organizational priorities at the onset of the
global pandemic. Based on their risk ranking as a part of the development of the FY2021-FY2024 Long-Range Plan, they will be incorporated into the first year of the
plan, and re-initiated.

These projects reflect annually recurring tasks which require testwork to be initiated in one audit plan year and the conclusion and reporting to occur in the next. The
actual hours to date reflect time spent completing the FY2019 projects and initiating the FY2020 projects.

The unplanned hours reported reflect departmental items not explicitly planned for in our original budget, such as

A Administrative issues;

B) VRS provided training;

O Internal Audit’s involvement in VRS’ Enterprise Risk Management and Enterprise Performance Management Initiative;

) Review and enhancement of departmental policies and procedures and supporting tools;

) Development of SharePoint capabilities to store audit documentation; and,

) Support for the May 2020 APPFA Spring Professional Development Conference, which we were scheduled to host on behalf of the Association of Public Pension Fund
Auditors, but was ultimately cancelled as a result of the global pandemic.

)
)

(=}

(
(
(
(
(E
(F
The total available hours were budgeted based off the standard of 2,080 man hours per year, based on there being on average 260 weekdays per year. During
FY2020, there were actually 262 weekdays, thereby increasing the actual hours worked over the budgeted hours. In addition, departmental staff take part in VRS’
flexible schedule program year round and depending on the timing of staff “flex-days" relative to the fiscal year additional hours may be worked.

Acronyms (Not defined elsewhere):

ACL Audit Command Language, audit software used to support data analysis and our examinations

APA Auditor of Public Accounts

ARFUS Audit Recommendation Follow-Up System

C-suite Chief Executives for VRS, including the Executive Director and Chief Investment Officer

DEC Director’s Executive Committee

A Institute of Internal Auditors

ISACA Information Systems Audit and Control Association

IT Information Technology

OSIG Office of the State Inspector General

Roadmap Program management tool used by VRS management to monitor critical organizational activities

SOC Service Organization Control; internal control report on the outsourced services provided by a service organization allowing the user to assess and address
the associated risks

SPCC Small Purchase Charge Card

VITA Virginia Information Technologies Agency

VRS Virginia Retirement System
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Virginia
Retirement
System

Internal Audit

FY2017-FY2020 Long-Range Plan Progress Report |
As of June 30, 2020

The period covered by our four year Long-Range plan ended on June 30, 2020. A comparison of what was
planned versus what was accomplished is set forth in the following schedule. Adjustments to timing
within or beyond the Long-Range plan are indicated via bolded blue font. Explanatory comments are
provided to clarify such actions. Most timing adjustments pertain to areas where changes to the
operating environment did not support the envisioned timing. Certain planned projects were eliminated
based on extensive coverage provided by other parties not anticipated when creating this plan or changes
in the approach to achieve the planned coverage. Hours greater than planned denote additional audit
coverage provided not included in the original audit plan.

Overall, comprehensive audit coverage was provided for substantially all significant areas of VRS
operations over the past four years.

Progress Summary
Detailed Analysis and Explanatory Comments
Notes and Acronyms 6
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VIRGINIA RETIREMENT SYSTEM

As of June 30, 2020

Internal Audit FY2017-FY2020 Long-Range Plan Progress Report

Auditable Area

BENEFITS AND OPERATIONS

FY2019
Actual

FY2020
Actual

Total

Comments

Actuarial Data
Administration Policies and Procedures (Governance)
Cash Receipts

Customer Relations

Disability Retirements

Employer Records and Allowance Accounts

Employer Representative Program

Health Insurance Trust Fund and Health Insurance Credits

Hybrid Retirement Plan

Internal Payroll and Compensated Absences

Legislative and Compliance Monitoring

Life Insurance
Line of Duty Act Fund (LODA)
Long-Term Care Program

Member and Employer Contributions

Operating Expenses Other Than Payroll, including SPCC

Optional Retirement Plan for Higher Education (ORPHE)

Procurement and Contracting

Deferred Compensation Plan, Cash Match Plan and Other Retirement Plans

Member Records and Demographic Data, including Inactive Accounts

Approved | 5017 Ev201s
Long-Range
Plan Actual Actual
500 450 50
600 0 150
500 500
400
600
600
600 500
500 0
400
600 300 250
500
600
400
600
400 500
600
400
600 600
400 0
400 400

550

100

300

200

200
600

1000

500
700
500

600

200

550

500
600
500

1000

600

400

Complete
Complete
Complete

Project deferred to a period outside of this Long-Range
Plan due to competing priorities with greater risks.
Project deferred to a period outside of this Long-Range
Plan due to competing priorities with greater risks and
planned project in the same business area for FY2020.
Project deferred to a period outside of this Long-Range
Plan due to competing priorities with greater risks and
other changes to the program administration.
Complete

Project deferred to a period outside of this Long-Range
Plan due to competing priorities with greater risks.
Project deferred to FY2020 project with a delayed start to
accommodate business operational needs. Project in
progress - to be reported out in December.

Complete

Project deferred to a period outside of this Long-Range
Plan due to competing priorities with greater risks.
Project deferred to a period outside of this Long-Range
Plan due to competing priorities with greater risks.
Complete

Complete - to be reported out in September.
Complete

Project in progress - to be reported out in December.
Budget expanded to reflect additional efforts during audit
to enhance our data analysis efforts.

Project eliminated based on extensive coverage provided
by the Auditor of Public Accounts through their Employer
Assurances Audit.

Complete

Project deferred from FY2018/2019 to FY2020 and
ultimately to FY2021 to accommodate operational needs
and in recognition of the global pandemic.

Complete
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VIRGINIA RETIREMENT SYSTEM
Internal Audit FY2017-FY2020 Long-Range Plan Progress Report
As of June 30, 2020

Approved | tvo017  Fv2018  FY2019  FY2020
Long-Range
Auditable Area Plan Actual  Actual  Actual  Actual Total Comments
BENEFITS AND OPERATIONS - Continued
Purchase of Prior Service 600 200 700 900 [Complete
Refunds 600 550 50 600 |Complete
Retirement Payroll - New Additions and Changes 600 600 600 [Complete
Virginia Sickness and Disability Plan (VSDP) 600 1000 1000 [Complete (Consolidated with VLDP)
Virginia Local Disability Plan (VLDP) 600 0 0 [Complete (Consolidated with VSDP)
INVESTMENTS
Credit Strategies 400 300 300 600 [Complete
Global Public Equity 400 400 400 JComplete
Project deferred to a period outside of this Long-Range
Internal Fixed Income 500 0 0 JPlan due to competing priorities with greater risks and
pending changes to the program design.
Project deferred from FY2019 to FY2020 to meet
Internal Public Equity 500 0 0 0 [Joperational needs and again to FY2021 due to the Global
Pandemic.
. Complete
Investment Balances and Performance Reporting 600 525 75 0 600 (Project brought forward from FY2019 to FY2017)
Investment Fees (Management and Custodian) 500 0 700 700 JComplete
Investment Oversight of External Managers 500 0 o [Projecteliminated - objectives will be addressed through
other projects already in the audit plan.
Complete - to be reported out in September. Project
Investment Research 600 0 700 700 foriginally deferred from FY2018 to FY2020. Project scope
expanded to include MAPS.
Private Equity 400 400 400 [Project deferred to FY2021 due to the Global Pandemic.
Real Assets 400 400 400 [Complete
Strategic Opportunities Fund 400 400 400 [Complete
TECHNOLOGY SERVICES
Application Controls - Business Support Systems 400 500 50 550 jComplete
Application Controls - Other Administrative Systems 400 0 0 [Project eliminated - objectives will be addressed through
other projects already in the audit plan.
Application Controls - VNAV/myVRS 800 150 450 o™ 600 JComplete
IT Security Audit of Sensitive Information Systems in the Client/Server Environment 600 500 300 800 JComplete
IT Security Audit of Sensitive Information Systems in the Mainframe Environment 600 450 450 JComplete
. Project eliminated - objectives will be addressed through
ey AG]RE: [ A e 600 0 0 other projects already in the audit plan.
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VIRGINIA RETIREMENT SYSTEM
Internal Audit FY2017-FY2020 Long-Range Plan Progress Report
As of June 30, 2020

Auditable Area

TECHNOLOGY SERVICES - Continued

Approved
Long-Range
Plan

FY2017

Actual

FY2018
Actual

FY2019

Actual

FY2020
Actual

Total

Comments

Remote Access (Mobility)

Review of Mock Production Process
Review of RIMS Data Conversion

REVIEWS (PROJECTS) PRIORITIZED OUTSIDE OF THE RISK ASSESSMENT PROCESS

250
500

250
500

Project deferred to a period outside of this Long-Range
Plan due to timing and coverage of work performed by
the Auditor of Public Accounts.

Complete

Complete

IA Identified Recurring Reviews

Conformance of VRS Information Security Program with VITA Standards 800 200 200 200 200 800 [Complete for all fiscal years

Modernization - Monitor/Consult on a Continuous Basis 1,000 500 300 250 125 1,175 [Modernization - Phase 4 re-baselined (extended)
requiring additional oversight hours.

Continuous Auditing Activities 3,350 1,100 600 1,000 650 3,350 [eflective of actual experience. Adjusted to allow for
needs within other projects.
Complete for FY2017 - first visit. Second visit deferred

On-Site Review of Bank of New York Mellon 800 325 75 0 0 400 fJto a period outside of this Long-Range Plan due to
competing priorities with greater risks.

Report on Fraud, Waste and Abuse Hotline Cases 400 100 100 100 100 400 JComplete for all fiscal years

Review of Investment Incentive Compensation Plan 400 100 100 100 50 350 Complete for all fiscal years - F2020 reduction
reflects enhancements to our process.

Review Results of Agency Performance Outcomes (APOs) 400 100 100 100 100 400 JComplete for all fiscal years

. Complete for FY2017, FY2018 and FY2019

Vsl Bgpaimees sl P (e Fepers 400 100 100 100 g 300 FY2020 reflects removal of review. Report still provided.

Verification of Cost of Living Adjustments (COLAs) 200 50 50 50 25 175 Complete for all fiscal years - F2020 reduction
reflects enhancements to our process.

ANNUALLY RECURRING TASKS
Fulfilling Activities Required by IIA Standards

Quality Assurance Improvement Program Monitoring & Reporting 800 200 200 200 200 800

External Quality Assurance Review/Internal Assessment 300 100 200 300

Audit Plan Monitoring 400 100 100 100 100 400

Develop and Update Long-Range Plan and Corresponding Annual Audit Plan 600 150 150 150 150 600

Coordination and Consultation With APA 200 50 50 50 50 200

Quarterly ARFUS Monitoring 400 100 100 100 100 400

Annual ARFUS Review 600 150 150 150 150 600
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VIRGINIA RETIREMENT SYSTEM
Internal Audit FY2017-FY2020 Long-Range Plan Progress Report
As of June 30, 2020

Approved | Ly>017  FY2018  FY2019  FY2020
Long-Range
Auditable Area Plan Actual _ Actual _ Actual _ Actual | Total Comments

Supporting Audit & Compliance Committee

Review, Compilation and Publication of Meeting Materials 1,000 250 250 250 250 1,000
Attendance 325 85 80 80 80 325
Preparation of Meeting Minutes and Committee Report 280 70 70 70 70 280
Risk Monitoring Activities
Attendance at Board Meetings and other Committee Meetings (including Board Retreat) 600 150 150 150 150 600
Attendance at Executive Team Meetings (DEC, Roadmap, C-suite) 480 120 120 120 120 480
Review of Independent Auditor's Reports on VRS Third Parties (SOC Reports) 200 50 50 50 50 200
Monitor and Review Professional Literature 320 80 80 80 80 320
APPFA and Other Professional Organizations (lIA, ISACA, ACL/Tableau User Groups) 300 75 75 75 75 300
Other Administrative Activities
Strategic Planning for the Internal Audit Department's new Director 300 300 300
Maintain Fiscal Budget, Department Files, SPCC Log and Recon; Make SPCC Purchases 400 100 100 100 100 400
Internal Audit Staff Meetings and Mentoring 1,000 250 250 250 250 1,000
External Reporting and Other Interactions (OSIG/VITA) 100 25 25 25 25 100
Administration of CPE 465 120 115 115 115 465
Performance Standards and Evaluations 240 60 60 60 60 240
Participation in VRS Events/Committees 480 120 120 120 120 480

OTHER UNPLANNED OR UNAVAILABLE TIME

Adjusted to allow for other projects' needs over the
course of the long-range plan. Expanded in final year for
support of various activities and impacts of global
fpandemic.

Unplanned Hours 2,185 520 455 755 1,835 3,565

Unavailable Time

Continuing Professional Education (CPE) 1,225 325 300 300 300 1,225

Holidays 2,670 720 650 650 650 2,670

Annual Leave 3,250 1,000 750 750 750 3,250

Sick/Personal Leave; Volunteer Hours 1,920 480 480 480 480 1,920

Building Renovation and Relocation 120 120 120
Prior FY Hours Brought Forward and Other Audit Resourcing Related

@ 550 1,500 1,600 320 3,970 [See details in the individual Annual Plan Progress Reports.

Items Reiuir'mi Ad'|ustment to Remainini FY Plans
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VIRGINIA RETIREMENT SYSTEM
Internal Audit FY2017-FY2020 Long-Range Plan Progress Report
As of June 30, 2020

Notes:

Bolded blue font indicates changes in the planned hours or timing of the auditable area. Explanations regarding these changes are provided in the "Comments" column.

@ This Auditable area is subject to VITA's 3-year audit cycle. Given the delayed start of this first time project, it will not be required to be performed again until FY2021, during the next 4 year workplan. Therefore, the approved project hours
during FY2020 have been removed from the audit plan.

@ This item also includes hours to reflect a decline in available audit resources due to a resignation within the team including the impact of recruitment efforts to fill that position and/or the use of parental leave benefits.

®) For FY2017 only, hours were increased for certain auditable areas and unavailable time to account for Internal Audit's overhire status effective through December 31, 2016.

Acronyms not Described Elsewhere:

ACL - Audit Command Language, audit software used to support data analysis and our examinations

APA - Auditor of Public Accounts

APPFA - Association of Public Penion Fund Auditors

ARFUS - Audit Recommendation Follow-Up System

C-suite - Chief Executives for VRS, including the Executive Director and Chief Investment Officer

DEC - Director's Executive Committee

IIA - Institute of Internal Auditors

ISACA - Information Systems Audit and Control Association

IT - Information Technology

myVRS - web-based portal for members developed through the Modernization program

OSIG - Office of the State Inspector General

Roadmap - program management tool used by VRS management to monitor critical organizational activities
SOC - Service Organization Control; internal control report on the outsourced services provided by a service organization allowing the user to assess and address the associated risks
SPCC - Small Purchase Charge Card

VITA - Virginia Information Technologies Agency

VNAV - myVRS Navigator, administrative system developed through the Modernization program

VRS - Virginia Retirement System
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Proposed FY2021-FY2024
Long-Range Audit Plan

and
FY2021 Annual Audit Plan
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Viroini
Retirement
System

s

Internal Audit
Proposed FY2021 — FY2024
Long-Range Audit Plan

Proposed FY2021
Annual Audit Plan
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Available Resources and Time % Refirement

System

v Six Internal Audit Resources Available

v’ This translates to 12,480 Total Available Hours per year
(2,080 hours X 6 resources)

v’ Providing a total of 49,920 Available Hours during the
Proposed Long-Range Audit Plan period
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Available Time — Pre-committed R Eelrmen

System

v’ A significant portion of our Available Time is already
spoken for:

* Other Audit Reporting and Support
Other Reporting (5% of available time)
Audit Support (10% of available time)
Audit and Compliance Committee Support (4% of available time)

* Ongoing Activities
Risk Monitoring Activities (4% of available time)
Other Administrative Activities (9% of available time)

* Other Time
Unavailable Time - Leave Benefits (16% of available time)
Unplanned Hours (9% of available time)
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Available Time — Risk Assessment R Hermen

System

v' Commonwealth of Virginia Information Security Standards
mandate the review of VRS’ Sensitive Systems once every
three years

v' Remaining available time allocated based on formal Risk
Assessment Process completed with input from
Management and the Board

* Determining and categorizing of the potential audit universe
Investments
Benefits
Operations

* |dentifying events that may give rise to risks and opportunities across the
audit universe

* Scoring those events in terms of probability and impact (taking into
account management's actions to mitigate risk) to identify the level of
residual risk

* Building a risk-based audit plan by using organizational risk factors and
criteria for each factor to prioritize the audit elements within the audit
universe
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Available Time — Risk Assessment R Hermen

System

v Audit Universe included 33 non-information technology
related areas for audit/review

v Not all projects are created equal

v’ Risk Assessment provides for the ranking of the Audit
Universe based on the following Organizational Risk Factors:

=

. Financial Significance

. Last Audited lnter(\al Au_dlt
Considerations

A. Internal Control Structure

B. Changes in Organization, Programs and Operations internal Audit
C. Complexity of Activities and

D. Likelihood for Fraud - :\:sgfgement
E. Information Technology Processing Maturity Received

F. Sensitivity of Data Impact to Members, Employers and Public _

G

H

l.

Audit Issues Identified in Prior Audit
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Virginia

Proposed Long-Range Plan Considerations % Retirement

System

v Unconstrained Budget for the Audit Universe, including
information security related projects, required 28,000

Hours to complete all items (over the course of the Long-Range
Plan period)

v’ Considering our Pre-committed Time, 21,500 Hours are
actually available to commit to the Audit Universe

v’ 8,000 Hours of the available time are dedicated to
mandated projects designed to meet the Commonwealth
of Virginia Information Security Standards

v Within these constraints, the ranking and timing of the
items in the Audit Universe were evaluated based on an
understanding of current operational priorities and
ongoing/upcoming initiatives leading to the Proposed
Long-Range Audit Plan
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Proposed FY 2021 Annual Plan R Hermen

System

v The annual audit plan is derived from the Long-Range plan

v" As reflected by the final status report for the prior Long-
Range plan, over time the planned timing and actual timing
will diverge

v’ This reflects our agility in addressing new and emerging
organizational and operational risks over time while
ensuring our efforts best support the needs of the Board
and management

v" As this is the first year of the Long-Range plan, there is no
variance between the proposed Long-Range plan and
proposed Annual plan
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Request for Board Action 1 Remens

System

v RBA: Approval of FY2021-FY2024 Long-Range Audit Plan
v RBA: Approval of FY2021 Annual Audit Plan
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Virginia
Retirement
System

Internal Audit

Proposed
FY2021-FY2024
Long-Range Audit Plan

Proposed Plan
Explanatory Notes and Acronyms 4

rgy
ina,
A
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Virginia Retirement System
Proposed FY2021-FY2024 Long-Range Audit Plan

Suggested Allocation of Suggested
. Total
Srereeed] T ota Total Budgeted Hours Total
Budgeted
Hours FY2021 | FY2022 | FY2023 | FY2024
RISK BASED PROJECTS 21,850 5,250 5,450 5,750 5,400 21,850
Carry Over from Prior Long-Range Plan
Line of Duty Act 50 50 50
Member and Employer Contributions 200 200 200
Portfolio Intelligence Team 100 100 100

Credit Strategies Program and Private Investment Partnerships (PIP) 600 600

Fixed Income Program and Securities Lending 600 600

Global Public Equity Program 600 600
Internal Public Equity Program 550 550

Investment Balances, Performance Reporting and Investment Manager Compensation 750 750
On-Site Review of Bank of New York Mellon 600 600

Private Equity Program 600 600

Deferred Compensation and Cash Match Plans 700 700
Disability Retirements 700 700

Health Insurance Premiums and Credits 400 400

Long-Term Care Program 400 400

Managed Disabilities Programs (VSDP and VLDP) 800 800

Member and Employer Contributions 700 700
Optional Retirement Plan for Higher Education (ORPHE) 600 600

Purchase of Prior Service 700 700
Refunds 800 800

Retiree Payroll - Processing and Changes 800 800

Retirement Application Processing 800 800

Cash Assets and Cash Management (Administration and Investments) 600 600

Human Resources, Internal Payroll and Leave Administration 600 600
Procurement and Contract Management (Administration and Investments) 600 200 400
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Virginia Retirement System
Proposed FY2021-FY2024 Long-Range Audit Plan

Suggested Allocation of Suggested

Total Total Budgeted Hours

Budgeted
Hours FY2021 | FY2022 | FY2023 | FY2024

Proposed Projects

RISK BASED PROJECTS, Continued

Information Technology "

Conformance of VRS Information Security Program with VITA Standards e 600 150 150 150 150 600
General Controls Review over VRS' .Operatlr.lg Environment 800 300 300
(Infrastructure Systems, excluding Physical Access)
General Ledger Review 600 600 600
Hosted Systems Review - Administration 1,000 500 500 1,000
Hosted Systems Review - Investments 600 600 600
Investment Decision Systems Reivew 600 600 600
Logical and Physical Access Review 200 200 200
(RAMS and Physical Access Infrastructure Systems)
myVRS Systems Review 500 500 500
VNAYV and Related Systems Review 1,600 800 800 1,600
VRS Public Website Review 1,000 500 500 1,000
OTHER AUDIT REPORTING AND SUPPORT
Other Reporting
Audit Quality Assurance Improvement Program 600 150 150 150 150 600
Audit Quality Assurance Review - External (1 every 5 years) 10 10 10
Audit Recommendation Follow-Up System Annual Review 600 150 150 150 150 600
Audit Recommendation Follow-Up System Quarterly Monitoring 100 25 25 25 25 100
Modernization Program Monitoring 200 200 200
Report on Fraud, Waste and Abuse Hotline Cases 300 75 75 75 75 300
Review of Investment Incentive Compensation Plan 300 75 75 75 75 300
Review Results of Agency Performance Outcomes (APOs) 300 75 75 75 75 300
Verification of Cost of Living Adjustments (COLAs) 80 20 20 20 20 80
Audit Support
Coordination with the Auditor of Public Accounts (APA) 160 40 40 40 40 160
Data Analytics and Support 3,600 900 900 900 900 3,600
Develop and Update Annual and Long-Range Plans 600 125 125 125 225 600
Monitor Annual and Long—Range Plan Progress 400 100 100 100 100 400
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Virginia Retirement System

Proposed FY2021-FY2024 Long-Range Audit Plan

Proposed Projects

OTHER AUDIT REPORTING AND SUPPORT, Continued

Audit and Compliance Committee Support
Review, Compile and Publish Meeting Materials
Attend Audit and Compliance Meetings
Prepare Committee Report and Meeting Minutes

ONGOING ACTIVITIES

Risk Monitoring Activities
Attend Board and other Committee Meetings
Attend Executive Team Meetings (DEC, Roadmap, C-suite)
Monitor and Review Professional Literature
Participate in Professional Organizations
(APPFA, IIA, ISACA, Tableau User Groups)
Other Administrative Activities
Continuing Professional Education
Continuing Professional Education Administration
External Reporting and Other Interactions (OSIG, VITA)
Internal Audit Staff Meetings and Mentoring
Manage Budget, Departmental Files, SPCC and Purchasing
Participate in VRS Events/Committees
Performance Standards and Evaluations

OTHER TIME

Annual Leave
Holidays

Other Leave (Sick, Personal, Volunteer, etc)
(4)

Unplanned Hours

Suggested

Total

Budgeted

Hours

1,840

6,320
1,800
680
400
360

360

4,520
1,440
600
40
1,200
400
600
240

12,660

3,000
2,496
2,640
4,524

49,920

TOTAL TIME

Allocation of Suggested
Total Budgeted Hours

FY2021

1,580
450
170
100

90

90

1,130
360
150

10
300
100
150

60

3,255
750
648
660

1,197

12,480

FY2022

1,580

450
170
100

90
90

1,130
360
150

10
300
100
150

60

3,255

750
648
660
1,197

12,480

FY2023

1,580

450
170
100

90

90

1,130
360
150

10
300
100
150

60

2,955

750
600
660
945

12,480

FY2024

1,580
450

170
100

90
90

1,130
360
150

10
300
100
150

60

3,195

750
600
660
1,185

12,480
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360

360

1,440
600
40
1,200
400
600
240

12,660
3,000
2,496
2,640
4,524

49,920



Virginia Retirement System
Proposed FY2021-FY2024 Long-Range Audit Plan

(1)

)

A3)

4)

Proposed projects categorized under Information Technology are subject to VITA's 3-year audit cycle. Therefore, projects proposed for FY2021 will be
repeated in FY2024. While this is the proposed audit cycle to meet this requirement, adjustments may be made based on risk and other timing
considerations.

This annually executed project allows for the timely consideration of VRS’ policy conformance with that of VITA's as VRS and VITA both make modifications
to their security programs over time and they must remain in alignment with each other. This project supports the completion of our other Information
Technology-related projects.

The External Quality Assurance Review is performed once every five years per The Standards promulgated by the IIA. The last external review was performed
in the fall of 2019. The next external review will be need to be completed by the fall of 2024, which falls outside of this long-range plan period. However, the
procurement efforts to identify and select the external quality assurance provider will need to be initiated in the spring of 2024. The proposed hours support
that effort.

Unplanned hours provides a contingency of time for other assurance, compliance or administrative projects or activities which may arise over the course of
the year which warrant attention.

Acronyms not Described Elsewhere:

APPFA Association of Public Pension Fund Auditors

C-suite Chief Executives for VRS, including the Executive Director, Chief Investment Officer and Internal Audit Director
DEC Director's Executive Committee

A Institute of Internal Auditors

ISACA Information Systems Audit and Control Association

myVRS Web-based portal for members developed through the Modernization Program

OSIG Office of the State Inspector General

Roadmap Program management tool used by VRS management to monitor critical organizational activities
SPCC Small Purchase Charge Card

VITA Virginia Information Technologies Agency

VNAV myVRS Navigator, administrative system developed through the Modernization Program

VRS Virginia Retirement System

N
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Virginia Retirement System
Proposed FY2021 Annual Audit Plan

Proposed Proposed
Proposed Projects Long-Range Plan Annual Plan

FY2021 FY2021 ©®

RISK BASED PROJECTS 5,250 5,250
Carry Over from Prior Long-Range Plan "

Line of Duty Act 50 50
Member and Employer Contributions 200 200
Portfolio Intelligence Team 100 100
Internal Public Equity Program 550 550
Private Equity Program 600 600
Health Insurance Premiums and Credits 400 400
Optional Retirement Plan for Higher Education (ORPHE) 600 600
Retiree Payroll - Processing and Changes 800 800
Conformance of VRS Information Security Program with VITA Standards 150 150
Hosted Systems Review - Administration 500 500
VNAV and Related Systems Review 800 800
VRS Public Website Review 500 500

OTHER AUDIT REPORTING AND SUPPORT

Other Reporting

Audit Quality Assurance Improvement Program 150 150
Audit Recommendation Follow-Up System Annual Review 150 150
Audit Recommendation Follow-Up System Quarterly Monitoring 25 25
Modernization Program Monitoring 200 200
Report on Fraud, Waste and Abuse Hotline Cases 75 75
Review of Investment Incentive Compensation Plan 75 75
Review Results of Agency Performance Outcomes (APOs) 75 75
Verification of Cost of Living Adjustments (COLAs) 20 20
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Virginia Retirement System
Proposed FY2021 Annual Audit Plan

Proposed Proposed
Proposed Projects Long-Range Plan Annual Plan
FY2021 FY2021
OTHER AUDIT REPORTING AND SUPPORT, Continued
Audit Support 1,165
Coordination with the Auditor of Public Accounts (APA) 40 40
Data Analytics and Support 900 900
Develop and Update Annual and Long-Range Plans 125 125
Monitor Annual and Long-Range Plan Progress 100 100
Audit and Compliance Committee Support
Review, Compile and Publish Meeting Materials 300 300
Attend Audit and Compliance Meetings 80 80

Prepare Committee Report and Meeting Minutes 80 80
ONGOING ACTIVITIES
Risk Monitoring Activities

Attend Board and other Committee Meetings 170 170
Attend Executive Team Meetings (DEC, Roadmap, C-suite) 100 100
Monitor and Review Professional Literature 90 90

Participate in Professional Organizations (APPFA, IIA, ISACA, Tableau User Groups)

Other Administrative Activities

Continuing Professional Education 360 360
Continuing Professional Education Administration 150 150
External Reporting and Other Interactions (OSIG, VITA) 10 10
Internal Audit Staff Meetings and Mentoring 300 300
Manage Budget, Departmental Files, SPCC and Purchasing 100 100
Participate in VRS Events/Committees 150 150
Performance Standards and Evaluations 60 60
OTHER TIME 3,255 3,255
Annual Leave 750 750
Holidays 648 648
Other Leave (Sick, Personal, Volunteer, etc.) 660 660
Unplanned Hours 1,197 1,197
TOTAL TIME 12,480 12,480
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Virginia Retirement System
Proposed FY2021 Annual Audit Plan

(M Due to unforeseen circumstances impacting the timing of work, certain audit projects will initiate in one fiscal year and be reported out in the next fiscal
year. Typically they are reported out at the September Audit and Compliance Committee meeting. These projects are identified as a part of planning for the
upcoming fiscal year annual audit plan and their impact is considered when determining the extent of available resources.

@ As FY2021 is the first year of the long-range audit plan, there are no suggested modifications or adjustments between FY2021 as presented in the Proposed
FY2021-FY2024 Long-Range Audit Plan and the Proposed FY2021 Annual Audit Plan.

Acronyms not Described Elsewhere:

APPFA Association of Public Pension Fund Auditors

C-suite Chief Executives for VRS, including the Executive Director, Chief Investment Officer and Internal Audit Director
DEC Director's Executive Committee

A Institute of Internal Auditors

ISACA Information Systems Audit and Control Association

myVRS Web-based portal for members developed through the Modernization Program

OSIG Office of the State Inspector General

Roadmap Program management tool used by VRS management to monitor critical organizational activities
SPCC Small Purchase Charge Card

VITA Virginia Information Technologies Agency

VNAV myVRS Navigator, administrative system developed through the Modernization Program

VRS Virginia Retirement System

w
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Request for Board Action

Virginia RBA 2020-10-_____
Retirement
System Approval of FY2021-FY2024 Long-Range Audit Plan

Requested Action

VRS Board of Trustees approves the proposed FY2021-FY2024 Long-Range Audit Plan.

Description/Background

The Audit Director has developed a comprehensive risk assessment process to identify and prioritize the
work of the Internal Audit Department in line with organizational and operational risk priorities of the
Board of Trustees and VRS management. The process is applied against a universe of potential audit
projects and results in the creation of a Long-Range four year audit plan, from which the annual audit
plan is derived.

When developing the Long-Range Audit Plan, consideration is given to the impact of mandatory audit
activities, such as the review of VRS’ sensitive systems required by the Virginia Information Technologies
Agency (VITA), on the available resources and the ability of those resources to cover both the risk-based
and mandatory items. Due to the relative level of risk as well as the available resources, not all items
within the potential audit universe should be or will be subject to audit during the Long-Range Audit
Plan.

Rationale for Requested Action

The proposed Long-Range Audit Plan is brought forward once every four years for Board consideration
and approval, ensuring the work of the Internal Audit Department remains in alignment with
organizational and operational risk priorities.

Authority for Requested Action

Section V.C.6 of the VRS Board of Trustees’ Governance Policy delegates the responsibility of developing
a comprehensive long-range audit plan to the Audit Director and providing that audit plan to the Audit
and Compliance Committee and the Board of Trustees for review and approval.

The above action is approved.

O’Kelly E. McWilliams, lll, Chairman Date
VRS Board of Trustees

Page1lof1
October 15, 2020
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Request for Board Action

Virginia RBA 2020-10-
Retirement
System Approval of FY2021 Annual Audit Plan

Requested Action

VRS Board of Trustees approves the proposed FY2021 Annual Audit Plan.

Description/Background

The Audit Director has developed a comprehensive risk assessment process to identify and prioritize the
work of the Internal Audit Department in line with organizational and operational risk priorities of the
Board of Trustees and VRS management. The process is applied against a universe of potential audit
projects within the limitations created by the available audit resources and results in the creation of a
Long-Range four year audit plan.

Annually the Audit Director looks to the guidance provided by the Long-Range plan, and develops the
Annual Audit plan. FY 2021 is the first year in the Long-Range plan, as a result it directly reflects the
composition of projects proposed by the Long-Range plan.

Rationale for Requested Action

The proposed Annual Audit Plan, derived from the approved Long-Range plan is brought forward
annually for Board consideration and approval, ensuring the work of the Internal Audit Department
remains in alignment with organizational and operational risk priorities.

Authority for Requested Action

Section V.C.6 of the VRS Board of Trustees’ Governance Policy delegates the responsibility of developing
a comprehensive annual audit plan to the Audit Director and providing that plan to the Audit and
Compliance Committee and the Board of Trustees for review and approval.

The above action is approved.

O’Kelly E. McWilliams, lll, Chairman Date
VRS Board of Trustees

Page1lof1
Ocober 15, 2020
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Quarterly Report on
Fraud, Waste and Abuse
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Virginia
Retirement INTERNAL AUDIT
System

Report of Alleged Fraud, Waste
and Abuse Hotline Cases

For Complaints Received During the Period
May 1, 2020 through July 31, 2020
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SUMMARY OF CASES REVIEWED AND CLOSED

During the period May 1, 2020 through July 31, 2020, we received three cases of potential Fraud, Waste and Abuse from the Office of the State
Inspector General. The first case alleged abuse of retirement benefits and was determined to be unfounded; thus closed. The second alleged a
broad abuse of benefits and is currently under review by the VRS Compliance Department. The third alleged abuse of short-term disability benefits
and is currently under review by the VSDP Product Administrator.

VRS Date VRS Personnel Case Source of Report
Control Complaint Noted Concern Assisting with Resolution the P
. . Closed . to OSIG
Number Received Allegation Complaint
There is an allegation of WiIEi»;E:‘rI\aand Allegation was unfounded
37 6/14/2020 ) g ) i Yes with regards to VRS 0SIG No
retirement benefits fraud. Brian . .
retirement benefits.
Goodman
Cynthia
38 7/14/2020 There_ls an allegation of W|Ik|ns_,on and No The case is still under review. 0SIG No
benefits fraud. Brian
Goodman
There is an allegation of . N .
39 7/16/2020 Short-Term Disability abuse. Mike Pote No The case is still under review. 0OSIG No
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Background

Fraud, Waste and Abuse relating to VRS
can be comprised of any number of
concerns. Such items can be reported to
VRS’ Internal Audit Department directly or
through the Office of the State Inspector
General (OSIG) State Employee Fraud,
Waste and Abuse Hotline. (A majority of
complaints are received through OSIG.)

All matters that relate to Fraud, Waste
and/or Abuse reported are reviewed to
determine the proper protocol for
investigation.

Committee Reporting

Cases of a serious and/or significant
nature will be reported to the VRS Audit
and Compliance Committee immediately.
At a minimum, a summary of all Hotline
cases will be reported to the Audit and
Compliance Committee on a quarterly
basis.

Retention

Hardcopy documents, including hand-
written notes, are stored in a secure
location until the case is closed, upon
which they are shredded. Electronic files
are stored on Internal Audit’s secured
drive. Documentation containing case
details are labeled “CONFIDENTIAL — STATE
FRAUD, WASTE AND ABUSE HOTLINE
DOCUMENTS” and sensitive items are
labeled FOIA Exempt. As appropriate, files
are disposed of in accordance with the
Library of Virginia’s retention policy.

FRAUD, WASTE AND ABUSE CASE MANAGEMENT
PROCESSING OF COMPLAINTS

When received, the Audit Director and Hotline Auditor perform a preliminary review of the
complaint. After initial discussion, the Hotline Auditor determines whether a formal response is
required by OSIG (cases referred by OSIG may or may not require a formal response, depending
on the nature of the complaint) and adds the case to Internal Audit’s Hotline Tracking System.

The Hotline Auditor sets up a case file on Internal Audit’s secured and restricted drive to maintain
confidentiality. The Hotline Auditor then evaluates the case details and may review information
available in VRS’ systems to obtain further details about the subject of the complaint.
Additionally, the Hotline Auditor may forward the details of the case to other VRS personnel for
review. The Hotline Auditor also notifies the VRS Director of the case.

Complaints regarding disability benefits constitute the large majority of the Hotline cases
received by VRS. The Hotline Auditor will meet with appropriate VRS staff, as necessary, to
discuss details of the case in order for all parties to proceed forward with their portion of the
investigation. Complaints forwarded to others are monitored for resolution. Actions and
determinations for cases are reviewed for reasonableness by the Hotline Auditor. Once a
determination of appropriate action has occurred, such action is documented in the Internal
Audit case file and on the Hotline Tracking System. The Internal Audit Director is apprised of all
actions and determinations.

For other complaints, such as internal fraud, waste or abuse (examples could include abuses of
various types of leave, teleworking policies, employee theft, etc.), the Hotline Auditor
investigates the allegation and obtains supporting documentation from management, as needed.
If a determination is made that there is a reasonable possibility of fraud, waste or abuse,
management is notified of the allegation by the Audit Director and given a reasonable timeframe
in which to report back to the Audit Director any actions taken regarding the allegation. The Audit
Director determines the reasonableness of such actions, reports the actions and resolution of the
complaint to the Hotline Auditor who documents the results in the case file and on the Hotline
Tracking System.

All investigation results are reported to the VRS Director and members of the VRS Audit and
Compliance Committee once a case is resolved, regardless of the outcome.
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Miscellaneous Updates
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Virglma P.O. Box 2500, Richmond, VA 23218-2500
R J Toll-free: 888-827-3847
etirement Website: varetite.org

System Email:  vrs{@varetire.org

Patricia 8. Bishop
Dizector

MEMORANDUM

To: Jennifer P. Schreck, Internal Audit Dirgctor
From: Patricia S. Bishop, Direct

Date: September 17, 2020

Subject: Summary of Travel Related Expenses

I am attaching the following:

1. Summary of Travel Related Expenses Paid During the Quarter of and Fiscal Year-to-Date
Through June 30, 2020.

2. Summary of Other Sponsored Travel Related Expenses Paid During the Quarter of and
Fiscal Year-to-Date Through June 30, 2020.

3. Schedule of Selected Travel Related Expenses Paid During the Quarter of and Fiscal
Year-to-Date Through June 30, 2020.

4. Record of Attendance and Per Diems for the Quarter Ended June 30, 2020.
This information should be shared with the Audit & Compliance Committee.

If you have any questions, please do not hesitate to ask.
PSB/Ibk

Attachments

An Independent Agency of the Commonwealth of Virginia
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Virginia Retirement System

Summary of Travel Related Expenses

(Board and Committee Members, VRS Executive Staff, and VRS Professional Investment Staff)
Fiscal Year-To-Date Through June 2020

Current Quarter Costs

Fiscal Year-To-Date Prior Report

Fiscal Year-To-Date

Total Travel Expenses

Out of State Travel

Total Travel Expenses

Out of State Travel

Total Travel Expenses

Out of State Travel

Purpose
z
o g
(E‘ g :; = 0
Sponsor VRS Number & % g % & 3 Sponsor VRS Number Sponsor VRS No. of
Name of Traveler Provided Provided Total of Trips Cost % 2 2 2 I Provided Provided Total of Trips Cost Provided Provided Total Trips Cost
Board of Trustees &
Committee Members
Beasley, Michael - - - - 1,921.94 1,921.94 - - - 1,921.94 1,921.94 - -
Bell I, J. Brandon - - - - 2,216.86 2,216.86 - - - 2,216.86 2,216.86 - -
Deo, Ravindra - - - - 274.25 274.25 - - - 274.25 274.25 - -
Economou, Theodore - - - - 2,575.64 2,575.64 - - - 2,575.64 2,575.64 - -
Harris, Wallace G. - - - - 2,315.36 2,315.36 - - - 2,315.36 2,315.36 - -
Irvin, Shannon - - - - 283.04 283.04 - - - 283.04 283.04 - -
Lewis, Wilbert Bryan - - - - 574.27 574.27 - - - 574.27 574.27 - -
McWilliams I, O'Kelly - - - - 3,311.01 3,311.01 - - - 3,311.01 3,311.01 - -
Montgomery, Joseph - - - - 454.16 454.16 - - - 454.16 454.16 - -
Nason, Mitchell L. - - - - 1,119.18 1,119.18 - - - 1,119.18 1,119.18 - -
Seward, Troilen - - - - 5,219.45 5,219.45 1 2,498.17 - 5,219.45 5,219.45 1 2,498.17
Staff
Adelaar, Stephen F. - - - - 15,045.03 15,045.03 2 12,645.87 - 15,045.03 15,045.03 2 12,645.87
Alouf, John - - - 12,839.30 29,570.74 42,410.04 10 27,159.27 12,839.30 29,570.74 42,410.04 10 27,159.27
Apte, Advait - - - - 3,724.30 3,724.30 3 3,724.30 - 3,724.30 3,724.30 3 3,724.30
Baskind, Katherine - - - 5,140.10 2,633.24 7,773.34 7 2,633.24 5,140.10 2,633.24 7,773.34 7 2,633.24
Beaton, Farley - - - - 218.50 218.50 - - - 218.50 218.50 - -
Behrooz, Parham - - - - 2,480.96 2,480.96 - - - 2,480.96 2,480.96 - -
Bennett, Matthew - - - - 1,936.42 1,936.42 2 1,936.42 - 1,936.42 1,936.42 2 1,936.42
Billingslea, Erica - - - - 3,023.24 3,023.24 3 3,023.24 - 3,023.24 3,023.24 3 3,023.24
Bishop, Patricia S. - - - - 7,093.95 7,093.95 2 3,460.00 - 7,093.95 7,093.95 2 3,460.00
Brooks, Richard - - - - 8,472.39 8,472.39 1 3,185.47 - 8,472.39 8,472.39 1 3,185.47
Chang, Warren - - - 14,249.26 10,997.32 25,246.58 9 11,055.22 14,249.26 10,997.32 25,246.58 9 11,055.22
Coleman, Thomas J. - - - 18,001.06 4,163.41 22,164.47 6 3,987.99 18,001.06 4,163.41 22,164.47 6 3,987.99
Corsello, Perry - - - 3,084.64 3,748.37 6,833.01 5 3,748.37 3,084.64 3,748.37 6,833.01 5 3,748.37
Faison, Barry - - - - 4,671.99 4,671.99 2 4,671.99 - 4,671.99 4,671.99 2 4,671.99
Gentry, William H. - - - 3,307.28 20,013.46 23,320.74 10 20,013.46 3,307.28 20,013.46 23,320.74 10 20,013.46
Glass, Holly R. - - - - 11,856.84 11,856.84 1 11,856.84 - 11,856.84 11,856.84 1 11,856.84
Grier, John T. - - - - 3,427.22 3,427.22 2 3,427.22 - 3,427.22 3,427.22 2 3,427.22
Hines, Gregory - - - - 4,500.23 4,500.23 4 4,500.23 - 4,500.23 4,500.23 4 4,500.23
Honrado, Cordell - - - - 1,322.45 1,322.45 1 1,177.25 - 1,322.45 1,322.45 1 1,177.25
Kasarda, Ross - - - - 984.58 984.58 2 1,969.16 - 984.58 984.58 2 1,969.16
Kennebeck, Joseph - - - - 2,171.79 2,171.79 1 2,171.79 - 2,171.79 2,171.79 1 2,171.79
Koutrakos, Kristina - - - - 12,838.40 12,838.40 5 10,467.37 - 12,838.40 12,838.40 5 10,467.37
Lazar, Aaron - - - - 1,837.60 1,837.60 1 1,837.60 - 1,837.60 1,837.60 1 1,837.60
Le, Vu - - - - 2,337.85 2,337.85 1 2,337.85 - 2,337.85 2,337.85 1 2,337.85
Ma, Chung - - - - 16,802.41 16,802.41 4 11,542.96 - 16,802.41 16,802.41 4 11,542.96
Macknight, Jennifer - - - - 766.35 766.35 1 766.35 - 766.35 766.35 1 766.35
Matoua, Katherine - - - - 10,574.74 10,574.74 2 10,574.74 - 10,574.74 10,574.74 2 10,574.74
Mattson, Curtis M. - - - - 1,187.70 1,187.70 1 1,187.70 - 1,187.70 1,187.70 1 1,187.70
Maxfield, Moses - - - - 601.85 601.85 1 601.85 - 601.85 601.85 1 601.85
McClelland, Stephen - - - - 14,181.67 14,181.67 5 12,861.78 - 14,181.67 14,181.67 5 12,861.78
Mootz, Scott M. - - - - 11,339.14 11,339.14 2 11,339.14 - 11,339.14 11,339.14 2 11,339.14
Mulvin, Thomas C. - - - 11,710.78 5,570.06 17,280.84 5 4,151.20 11,710.78 5,570.06 17,280.84 5 4,151.20
Muniz, Alex R. - - - - 5,393.35 5,393.35 4 5,393.35 - 5,393.35 5,393.35 4 5,393.35
Murphy, James P. - - - 30,863.79 4,103.08 34,966.87 9 4,103.08 30,863.79 4,103.08 34,966.87 9 4,103.08
Nelson, Laurie - - - - 503.04 503.04 1 503.04 - 503.04 503.04 1 503.04
Nguyen, Teresa - - - - 3,148.85 3,148.85 2 3,148.85 - 3,148.85 3,148.85 2 3,148.85
Noland, Walker - - - 3,353.99 3,058.12 6,412.11 4 1,802.07 3,353.99 3,058.12 6,412.11 4 1,802.07
Norfleet, Edward - 900.30 900.30 1 900.30 { X - - - - - - 900.30 900.30 1 900.30
QOliff, Bryan Greg - - - - 4,532.08 4,532.08 3 3,527.62 - 4,532.08 4,532.08 3 3,527.62
Pugliese, Laura - - - - 2,370.76 2,370.76 2 2,370.76 - 2,370.76 2,370.76 2 2,370.76
Riley, Edward - - - - 3,684.79 3,684.79 2 3,684.79 - 3,684.79 3,684.79 2 3,684.79
Sarki-Hurd, Jummai - - - 14,745.71 4,692.68 19,438.39 6 4,640.81 14,745.71 4,692.68 19,438.39 6 4,640.81
Schlussler, Daniel C - - - - 2,545.35 2,545.35 - - - 2,545.35 2,545.35 - -
Schmitz, Ronald - - - - 278.78 278.78 - - - 278.78 278.78 - -
Schreck, Jennifer - - - - 2,269.79 2,269.79 1 2,269.79 - 2,269.79 2,269.79 1 2,269.79
Tentor, Larry - - - 112802 112802 2 112802 112802 112802 2 1,128.02
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Virginia Retirement System

Summary of Travel Related Expenses

(Board and Committee Members, VRS Executive Staff, and VRS Professional Investment Staff)
Fiscal Year-To-Date Through June 2020

Current Quarter Costs

Fiscal Year-To-Date Prior Report

Fiscal Year-To-Date

Out of State Travel

Total Travel Expenses

Out of State Travel

Total Travel Expenses

Out of State Travel

Total Travel Expenses
Purpose
£
o S
g g :; g 2 4
Sponsor VRS Number & g g % i 5 Sponsor VRS Number Sponsor VRS No. of
Name of Traveler Provided Provided Total of Trips Cost 2 3 = & @ 3 Provided Provided Total of Trips Cost Provided Provided Total Trips Cost
Toporkov, Mykyta - - - - 513.75 513.75 1 513.75 - 513.75 513.75 1 513.75
Voeks, Rob - - - 12,902.69 2,076.17 14,978.86 8 2,025.13 12,902.69 2,076.17 14,978.86 8 2,025.13
Whitlock, Daniel - - - - 3,751.70 3,751.70 3 3,613.27 - 3,751.70 3,751.70 3 3,613.27
Wilkinson, Cynthia - - - - 2,014.28 2,014.28 - - - 2,014.28 2,014.28 - -
Woodall, Steven - - - 10,167.53 4,636.61 14,804.14 4 4,636.61 10,167.53 4,636.61 14,804.14 4 4,636.61
Zizzo, Nicholas - - - - 9,243.05 9,243.05 10 9,243.05 - 9,243.05 9,243.05 10 9,243.05
Zozulya, Olga - - - - 4,738.29 4,738.29 5 4,738.29 - 4,738.29 4,738.29 5 4,738.29
Totals - 900.30 900.30 1 900.30 140,366.13 305,041.90 445,408.03 169 253,856.32 140,366.13 305,942.20 446,308.33 170 254,756.62
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Virginia Retirement System

Summary of Other Sponsored Travel Related Expenses
(Staff Not Otherwise Includable in Quarterly Reporting)
Fiscal Year-To-Date Through June 2020

Current Quarter Fiscal Year-To-Date
Value Value
Name of Traveler Provided Sponsor Provided Sponsor

Totals - -
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Schedule of Selected Travel Related Expenses

(Board and Committee Members, VRS Executive Staff, and VRS Professional Investment Staff)

Paid During the Quarter Ended June 2020

Voucher Date(s) of Sponsor VRS
Name of Traveler Number Travel Location Sponsor Purpose Provided Provided |Total
Board and
Committee Members
Staff
Norfleet, Edward 98799 11/21-22/19 New York, NY Meetings with Credit Suisse and Blackrock 900.30 900.30
Totals - 900.30 900.30
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VRS BOARD OF TRUSTEES AND COMMITTEES
RECORD OF ATTENDANCE & PER DIEMS

FOR 2Q2020
Month Paid: Apr-20 Jun-20 ] Per Diem Payments
AT15720 | 4116120 | 612720 | 614120 | G/AT20 | 6710720 | 6110720 | 6711720 | 'Ot/ Days | Per Diem Total
Attended Rate Apr May Jun
Member Area IAC BOT IAC DCPAC A&C A&P B&A BOT
J BRANDON BELL, Il BOT X X X X - - X X 6| $ 300.00 [ $ 600.00 - $ 1,200.00 | $ 1,800.00
DIANA F. CANTOR BOT X X X - X X - X 6 300.00 600.00 - 1,200.00 1,800.00
WILLIAM A. GARRETT BOT X X X - X X X X 6 300.00 600.00 - 1,200.00 1,800.00
WALLACE G. HARRIS BOT X X X - - X X X 5 300.00 600.00 - 900.00 1,500.00
W. BRETT HAYES BOT X X X X - - - X 5 300.00 600.00 - 900.00 1,500.00
WILLIAM H. LEIGHTY BOT X X X X X X X X 6 300.00 600.00 - 1,200.00 1,800.00
O'KELLY E. MCWILLIAMS, 11l BOT X X X X X X X X 6 300.00 600.00 - 1,200.00 1,800.00
JOSEPH W. MONTGOMERY BOT X X X - - X - X 5 300.00 600.00 - 900.00 1,500.00
TROILEN G. SEWARD BOT X X X - - - X X 5 300.00 600.00 - 900.00 1,500.00
ROBERT C. CARLSON DCPAC - - - - - - - - 300.00 - - - =
RIVINDRA DEO DCPAC - - - - - - - - 300.00 - - - =
SHANNON T. IRVIN DCPAC - - X - - - - 1 300.00 - - 300.00 300.00
RICK LARSON DCPAC - - X - - - - 1 300.00 - - 300.00 300.00
BRENDA O. MADDEN DCPAC - - X - - - - 1 300.00 - - 300.00 300.00
KATHERINE T. SEAY DCPAC - - X - - - - 1 300.00 - - - -
DAVID A. WINTER DCPAC - - X - - - - 1 300.00 - - 300.00 300.00
DEBORAH ALLEN-HEWITT IAC X X - - - - - 2 300.00 300.00 - 300.00 600.00
MICHAEL R. BEASLEY IAC X X - - - - - 2 300.00 300.00 - 300.00 600.00
THEODORE ECONOMOU (1) |IAC X X - - - - - 2 - - - - -
THOMAS S.GAYNER IAC X X - - - - - 2 300.00 300.00 - 300.00 600.00
LAWRENCE E KOCHARD IAC X X - - - - X 3 300.00 300.00 - 600.00 900.00
NANCY G. LEAKE IAC X X - - - - - 2 300.00 300.00 - 300.00 600.00
WILBERT BRYAN LEWIS IAC X X - - - - - 2 300.00 300.00 - 300.00 600.00
ROD SMYTH IAC X X - - - - - 2 300.00 300.00 - 300.00 600.00
WILLIAM H. WEST IAC X - - - - - - 1 300.00 300.00 - - 300.00
$7,800.00 - $13,200.00 $21,000.00
Number Attending 18 9 17 9 4 6 6 10
Total Days per Diem Paid (Control Total) 17 9 16 8 2 6 2 10 70 x $300 = 21,000.00

(1) This individual waived the payment of stipend and per diem payments for meetings attended effective 8/2/15.

(2) This individual waived the payment of per diem payments for meetings attended.

X = Present
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V‘ 11 P.O. Box 2500, Richmond, Virginia 23218-2500
Toll-free: 1-888-VARETIR (827-3847)

Retirement Website: www.varetire.otg
System

Date: September 11, 2020

To: Trish Bishop, Director

From: Jennifer Schreck, Internal Audit Directg;gw

Subject: Review of 2020 Agency Performance Outcomes and Operational Measures

As part of our annual process, Internal Audit has reviewed the status of the 2020 Agency
Performance Outcomes (APOs) and Operational Measures (OMs), as set forth by management
for the fiscal year ended June 30, 2020. The purpose of our review was to obtain reasonable, but
not absolute assurance that the status of such outcomes and measures was fairly represented in
management’s status reports.

Based upon our review of available documentation and discussions with various VRS personnel,
nothing came to our attention to cause us to question the representations set forth by
management with respect to either the APOs or the OMs. Accordingly, we have no reason to
believe that the APOs and OMs were not appropriately represented as satisfied for the fiscal year
ended June 30, 2020.

| would like to commend the management team and staff for their accomplishments this past
year. Please share this information with the Administration and Personnel Committee as well as

the Board of Trustees, as you deem appropriate.

An Independent Agency of the Commonwealth of Virginia
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V‘ 1M1 P.O. Box 2500, Richmond, Virginia 23218-2500
Toll-free: 1-888-VARETIR (827-3847)

Retirement Website: www.varetire.org
System

Date: September 11, 2020

To: Paula Reid, Director of Human Resources

CC: Trish Bishop, Director

Ron Schmitz, Chief Investment Officer

From: Jennifer Schreck, Internal Audit DirectoW

Subject: Review of FY2020 Investment Incentive Compensation

Internal Audit has reviewed the proposed Investment Incentive Compensation for the fiscal
year ended June 30, 2020. The Investment Incentive Compensation amount, in aggregate, is
$3,351,571.50, where a qualitative multiplier of 1.0 is used for the Chief Investment Officer.
We found this aggregate amount, as well as the proposed payment amounts, were accurately
computed in accordance with the Investment Professionals' Pay Program, dated November 14,
2018.

Please share this information with the Administration and Personnel Committee as well as the
Board of Trustees, as you deem appropriate.

An Independent Agency of the Commonwealth of Virginia
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AUDIT AND COMPLIANCE COMMITTEE
The Board of Trustees has Polling for 2021 Proposed Meeting Dates
confirmed its 2021 meeting

dates.

Audit and Compliance Committee Proposed Meeting Dates
Per its charter, the Audit

and Compliance Committee The Committee generally schedules its regular meetings sometime during the week in advance
meets at least once per of the scheduled Board meeting for the months of March, June, September and December.
quarter, but will meet more Considering the confirmed Board meeting schedule below, and the known agenda items for

often if deemed necessary. each meeting, the Audit Director will be polling for availability on or around the following dates.

s . Day Date Time
Uls el erieiesey will Tuesday March 16, 2021 2:00 p.m.
formally poll the members Thursday June 3, 2021 2:00 p.m.
in advance of the Thursday September 16,2021  2:00 p.m.
December Committee Thursday December 9, 2021 10:00 a.m.
meeting regarding
availability relative to the
proposed dates to the Confirmed VRS Board of Trustee 2021 Meetings Dates
right.
Day Date Time
Based on that polling, the Tuesday February 16,2021 1:00 p.m.
proposed Committee Tuesday March 23, 2021 Board Retreat — to be determined
meeting dates for the next Wednesday ~ March 24, 2021 Board Retreat — to be determined
calendar year will be Tuesday April 20, 2021 1:00 p.m.
Thursday June 10, 2021 1:00 p.m.
presented to the ,
. ) Thursday July 15, 2021 1:00 p.m. (to be held if necessary)
Committee in December Tuesday September 21, 2021 1:00 p.m.
for its consideration and Thursday October 14, 2021 1:00 p.m.
final approval. Tuesday November 16, 2021 1:00 p.m.
Thursday December 9, 2021 1:00 p.m.
Polling for 2021 Proposed Meeting Dates Page 1
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Closed Session
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Authority
Per its Charter, the Committee is
charged with reviewing and making
recommendations to the Board
regarding the performance of the
Audit Director. The Committee
typically conducts such a review at
its September meeting, supported
by the Human Resources Director.

Results
The various Internal Audit Annual
Progress Reports presented in
today’s meeting book highlight the
Department’s and Audit Director’s
activities for the year under review.

Executive Pay Plan
The Audit Director falls under the
Board approved Executive Pay Plan
which provides guidelines regarding
the annual salary and bonus
amounts provided to the
three positions reporting
directly to the Board.

The Audit Director’s compensation
components include a base salary,
which falls within the established
pay range of the Administrative Pay
plan and may be adjusted based on
market study findings; supplemental
pay, as determined by the Board;
performance bonus, and
gainsharing.

REVIEW OF AUDIT DIRECTOR’S PERFORMANCE

Review of the Audit Director’s Performance

In accordance with the Freedom of Information Act, the Committee will need to go into closed session
to discuss the performance of the Audit Director. The necessary wording to convene and certify a closed
session is provided below.

Any recommendations agreed to by the Committee during the closed session must be voted upon and
approved in open session to be communicated to the Board.

To Convene Closed Meeting

“I move that the Audit and Compliance Committee of the Virginia Retirement System Board of
Trustees convene a closed meeting under the Virginia Freedom of Information Act to evaluate the
performance of the current Internal Audit Director pursuant to the personnel exemption at
Code of Virginia § 2.2-3711(A)(1).”

[Second needed]
[Roll call vote needed]

Certification after Closed Meeting

“I move the following resolution:

WHEREAS, the Audit and Compliance Committee of the Virginia Retirement System Board of
Trustees convened a closed meeting on this date pursuant to an affirmative recorded vote and in
accordance with the provisions of the Virginia Freedom of Information Act; and

WHEREAS, Code of Virginia § 2.2-3712 requires a certification by this Committee that such closed
meeting was conducted in conformity with Virginia law;

NOW, THEREFORE, BE IT RESOLVED, that the Committee certifies that, to the best of each
member's knowledge, (i) only public business matters lawfully exempted from open meeting
requirements under this chapter were discussed in the closed meeting to which this certification
resolution applies, and (ii) only such public business matters as were identified in the motion by
which the closed meeting was convened were heard, discussed or considered by the Committee.”

[Second needed]
[Roll call vote needed]
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